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2022 £ 11 A 16 B® Main Release & Controlled Release (XL L FDEY T,
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Web Gateway [Z[F, — BB/ S F DAL=, WebUl ITTTZISATUADTYTT—heRET S,
B #8IZ Main Release DRFIRICT v T T—rENhET,
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TEEDHITIX, 11.250 AA/N—Ia32 % RL, (42905)H° Build HS5TY,

Server: mwgappl0l | Server Time: 2022-11-16 11:18 JS1 | Ul Version 11.2,5 (42905) User: admin | Role: Super Administrator
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@ SkWi%h Secure Web Gateway @ I I l /}-\ -
Dashboard P olicy Configuration Accounts Troubleshooting

Ul Version 11.2.5.0 (42905)
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/opt/mwg/bin/mwg-core -v | head -n 1
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MRRREIN TS EZE Central Management ZF R ELTLVET,

@ Skh’higjl‘l Secure Web Gateway @

Dashboard

Appliances | File Editor |

&) Add/loin Delete.., | Update Engines = [

o= Cluster

¢ Appliances
o & mwgapplol
o= | mwgappl02

B WebUl ADOY A UHIBRIZDNT
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Central Management Z &9 5FI|E
1B8#c0J /4L T 2 SH#EBIRRLED,
mwgappl01 @ WebUI IZA%4' 4> LT, Configuration > Appliances 2T ZBEEY,

@ Skyhlg!;l Secure Web Gateway

Dashboard P alicy Configuration

File Editar

Appliances |
e — 1 1I 1 I |
© Add/join SEBOEHIE. WebUl (205 12L T3 Web Gateway &L

o= Cluster THY mwgappl0l 1IZBT 1L TWSIRETY,
¢ [Appliances! - .
o= T mwgappl0l |;:| |

& o mwgapplo2 mwgappl01 & mwgappl02 @ 2 &T CentralManagement
BENEMCRESNTLDIRETT

Delete... L

mwgappl02 ZEIRL T, Delete 29y LFET,
l/ Appliances | File Editor |

(%] Addﬂninﬂ X Delete...|| Update E

o= Cluster
g Appliances
- o

b—L qapp

HRDZATOT V4R INRTENEST DT, Yes Vv ILET,

IE‘ Delete the selected appliance?

wgappl02 A HIBRENET,
1/ fppliances File Editor

& Add/loin Delete... | Upq

3

o= Cluster
g Appliances
o |3 mwgapplol
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< Central Management Z B -3 5 FI|E
1 S#ICaT 1oL T, 2 B¥EEMLET,

mwgappl01 @ WebUI IZA%4' 4> LT, Configuration > Appliances 2T ZBEEY,
Add/Join 29y ILET,

fppliances File Editor
& Addfoin Delete... | Upq

o= Cluster
o Appliances

- | mwgapplol

Add/Join Appliance 74> K™ T Host name or IP ¥#(Z. mwgappl02 DRAREZFEI=XIP PRLRAZA D
L OK&#JUYILET,

044> LTULV% Web Gateway IZRID T TSA 72U REBMT S5 E 1L Select #T Add Appliance %
BIRLFET . AT AL TWBTISATUREBRFD Y IIL—TI2SMEE 5HEIE Join Cluster Z IR
LEY,

| EETEY

Host name or IP;

Network group:
all -

Select I w Add Appliance I ) Join Cluster

MName may not be empty @& | 0K H Cancel |

BIBRBIICEERL CTLV=ARR M EZIE IP TRLRADNTRALGZ & (X, 2 SH O WebUl (AT 1L T,
Configuration > Appliances 47 > Central Management ZBiE, —& LD
IP addresses and ports of this node used for central management communication @ CHEETE=ET,

2 SHAEMENET,
fppliances File Editar

&) Addfjoin | ¥ Delete... | Upds

o Cluster
¢ Appliances

- |3 mwgapplol
°'|1-'l mwgappl02 |

33 ProxyHA {8k BE, A2 \—D Ty TT—HIEFF
ProxyHA DB AL, £IZ 2 BH#ETYTTF—MLT. FDH% 1 BH#E7YTT—FET,

2EHOTYTT—INTETTHE N BHE 2 BRTN—DavNRGHREITEYFET A, HA BEELTE
BLET . vIx D5 v82 LEADT YT T—MIBREET)

N=TaU A RS HA B CEREMRRT A LFBEINTLVEWN 0, BEKEC 1 B#ETYIT
_FL—C<T£éL\o

EEEIA
vix M5 v82 IEDN—av 27y T T —hL=EE (2 HA #EBEIXEEE CBELIE<BYET,
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ML, T38 HARERERIC vix DD v82 LIEAT YT T—hLI=LEDEEFE IS LUT5.3 HA B
12 vix D5 v82 UEATYTT—r 3158 DERFIEIZTSIEI:ZE,

TYIT— ROV —2yMERZ LETOX O BATERT SEEDIBERE

341 WebUl TPYIT—+T 355

v1.6x ETCD/N—T30 Tl WebUl TP YT T—hF 35 E TH/etc/yumconf J7MILEFHTEIETS
WEHNHYELIZH v7.7.0 LEIXLLT O WebUl TIRELz LT RF L2 FERATHLIIERTINEL

T=

Configuration > Appliances 47 > Central Management ZBi& Automatic Engine Updates #ZERIL
Enable Update Proxies [CFTv9Z DT T EuTOFIEEERLET,

@Skyhi%l: Secure Web Gateway

@

Troubleshoating

(), search

[g Save Changes |v

r File Editor |

Appliances
H Q@ Addfjoim‘
? ClqueLricense 1= Enzble automatic updates
#* Mobile cloud Security B
¥ UCE Hybrid
& Web Hybrid
¢ Appliances
¢ [ mwgapplol
4 Anti-Malware

EEEEN ‘Update EIAES = " | Automatic Engine Updates

Allow to download updates from internet

Update interval (15-360 minutes)

Allow to download updates from other nodes

30

7 Telemetry 15 minutes

rrrrr A CRL update interval (3-168 h
I ” Central Management I update ntenval o)
T i )

6 hours

24

 Persistent Data Storage | 2hours

#* Proxies (HTTP(S), FTP. SOCKS, ICAl

7 days

#°s5LTap Enable update proxies
#* Metwork Interfaces

Jf" Domain Name Service

Update proxies (fail over]

 Date and Time

Type to filter content

L-d

¥ Bandwidth Control
#* Network Protection

Mo. | \ |

User ‘ Password ‘ Comment

A SMP

#* Hardware Security Module
 Static Routes 5:
#* Port Forwarding H:
#° Fila Server i
J External Lists

4 User Interface
# Log File Manager

ESE IS

+71avEI)yyLTEET X EBML

#* Windows Domain Membership

#* Kerberos Administration
# Troubleshooting
4 loo

Advanced Update Settings

[=J[a](x]

Upstream Proxy
Proxy Address
Host
\ \
Port
[aogo |

Proxy Authentication

User
\ |

Password

Comment:

Flease correct the text field colored light r... @&

342 CLIT7YIT—+355B45

RRAMRFELIEIP PRLR, Port S BB THNILRBFEEREAALTOKEIIVILET,

CLI TO7YIT—rEI55BEIC LT OX L #8 BT 555X, fetclyum.conf [CEfTAFIH—N

DEREBETIDENHYFET
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vi /etc/yum. conf TI7AILZEHREL TFEED proxy ITZEMLET,
proxy = http://proxy. example. com: Xxxxx

A—HRASKELIGES XU TOREFERLEBMLET,
proxy_username = username
proxy_password = password

MLOS D7 vTT—rEEL/N—2av~ADT7yvTT—HE 2 Bl

Web Gateway & OS &L T. McAfee Linux Operating System (MLOS)Z{E AL TLVET , CIFET MLOST,
MLOS2, MLOS3 &7 YT T—hENTLVET L v1.7 BvI8 [ZF7YTT—hFBEED K52 MLOS2 K>
MLOS3 [Z7 YT T—hENB5EX. 2 RO 7y T T— R RITENET . F 1 BEO 7Y T—MET
BICHEENRTINETH. VI TTIURTE 2 BEO 7Y T T — OB ELTERITSNET,

Web Gateway /\—32 & MLOS A—2 30 D RIG TR

Web Gateway /8A—2 3> |MOSA—P 3y | E1ERETY TT—FEDN—Da Y
v7.2 AR MLOS1 -

v1.3 ~ vi. 1 MLOS2 v7.3.2.8

v7. 8 LIf% MLOS3 v7.8.1.6

Controlled Release ~D7vSF—k

Main Release A5 Controlled Release N7 YT —h 3 315 &(Z(&. WebUl IZKB 7Y TT—hEEET S
BT, ARV RSAVIZRBIRC M DEHIEENLETT,

TITT—rFIBX. TYTT—rEIN—=23 087y T T—REN—Da 0 DA EHETREEYET DT,
W 7T T—rED)—X/—FT Installation instructions \EZxIHERLFEELY,

v18 LIEAD 7 YT T—h

371 (RET7ISATURIZBITBHS R 0S BFE

RAB<T 2T Web Gateway £FI BT 358 . v7.8 MOEETIUDS X 0S DEHAETEEAYEL
T=o

«7.7.2.x LABT: Linux (64 Exvw k), /8A— 3> 2.6

+7.8.2. x LAF%: Cent0S (64 Ew k)., /8s—L3> 7
REEBTHT A OS OFEMNARETHEMNETHEERLLEEWDN, AR OS EN—CavExEET5FIE
1521 RET7TISATURIZEITES A 0S REIFTSELIFEELY,

HE
)7 ILIR—EEE X Web Gateway TlET 74 JLME 19200 42> TEY. UPS(9600) DHIRRIZEHE
BT IILR—MNEEZE 9600 AEBEL TRy —ANRHYET,

V7.7 YHID D)7 VR—NRERE XS ERANER A EDH . RBDEY5.2.2 L7 LR—ME
EREEE |ZSBOL. DUTILKR—MEEEZEELTTSL,
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HA R vix DD v8.2 LIBATYTT—hLIzEEDEEEE

v7.x Tl& MFED(McAfee Network Driver)&L\3A—RILED 21— )L DHEEET HA #ERLE D Proxy #RE%
EHLTULELIZAN, v8.2 LIBETIL ProxyHA &LV TH/00—R A9 EFERT S5 EFINFEL .

MFEND & ProxyHA TIXEREEEMNEL D=0, v7 X D5 v8.2 LUIEAD T YT F—hEIZ(E ProxyHA
DEEICRLERREREISBALLGYELT,

FETHREZRETHLENEE L HA B OD Proxy HEEIFEREICEELGBYES , D10, Rk D
5.3 HA BBREFIC v7x D5 VB2 LIEATYIT— 258 DEEFIEIZSEO L HEEELTL
2L,

HMIELUTOA—D—EHREZSEZSIN,

McAfee *vkT—IK54/8— (MFEND) M5 McAfee Web Gateway (MWG) 8.2.x @ HAProxy ~MD#1T
HffTh7250%E ID:  KB91848
https://kcm.trellix.com/corporate/index?page=content&id=KB91848&actp=null&viewlocale=ja_JP&locale=ja JP

HA R TRESAhTLDENEINEREET HIZIE, WebUI @ Configuration > Appliances 47 > 77
SAT2 A% > Proxies (HTTP(S), FTP, SOCKS, ICAP..)ZBEEJ , Network Setup T Proxy HA A%
BEIRShTUONIE HA B T9, (Transparent router/brigde DB &1, it R—FZBRHWEHET
SLY)

SEEE CHLE V82 UBEATYITT—MRICEREEENABETY,

S @

vix TO HAERBDBED

U McAfee Mcafee Web Gateway @ | I I

ol

Dashboard Policy Configuration Accounts Troubleshooting
Appliances File Editor
@ Add/join Delete... | Update Engines - L[ Network Setup
o- Cluster ] )
¢ Appliances :
¢ & mwgapplol A4 | ® Proxy HA
\)_3’ Anti-Malware : ) Transparent router
7 Telemetry B

& ePolicy Orchestrator © Transparent bridge

#” central Management
4 coaching
N

rsistant Data Storoo

Proxy HA

Port Redirects

r}l’ Proxies (HTTP(S), FTP, SOCKS, ICA|

J— —al Tdl i @
& Web Hybrid Legacy Mo. | Protocol name |original destina...|Destination pro...
Jb Netwqu Interfaces_ : 1 |http |s090 [EREN
Jb Domain Name Service B
S b ] T

VIX TV VB DEEDREER bolIRELERETY,

IJ McAfee McAfee Web Gateway @ Ll] o 3\ @

Dashboard Palicy Configuration Accounts Troubleshooting

Appliances File Editor
© addfoin Delete... | Update Engines ~ L[ Network Setup
o= Cluster Bk )
¢ Appliances . 55 I ® Proxy (optional WCCP) I
¢ L& mwgapplol | Proxy HA
~ Anti-Malware : ) Transparent router
4 Telemetry :

47 ePalicy Orchestrator @ Transparent bridge

7 central Management

J-z, Coaching : Transparent Proxy

—— R e e il Supported Client Redirection Methods
ﬂPrOKies (HTTP(S), FTP, SOCKS, ICA| I ] weep

7 Web Hybrid Legacy [[] L2 transparent

10
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4 FYIT—IERE
4.1 WebUl [Z&BTTSAT7UADT YT T—MEE
Web 7594 TUT® URL IZ7HEALTRY AV LET,

| https://Web Gateway  IP 7 K LR 4712/

FyTLARILAZ2—/8—D Configuration %2')v- L. Appliances 2T H#ERL T, FERD Web Gateway
Z(TEEDHITIE mwgapplol YE0UvILET,

RIZ, BRIZRTRENEZTTS5A4T7 2 RXY—)L/3—O Update appliance software 49y ILET , &H/\—
SIADT YT T—rDRBENET,

]

Server, mwgappl0l | Server Time:

User: admin | Role: Super Administrator

4 _
N
o
Configuration

Accounts

” Iy Update appliance software ”Ild Shutdown
1
|

0:50 )0 T | Ul Ve

-

Troubleshooting

3, Search | [L]] Save Changes |~

IJ McAfee McAfee Web Gateway

Dashboard

rl File Editor

& Add/join | 3 Delete... ” Update Engines = H

Appliances

|75 Rotate logs | 35 Rotate and push logs

‘ [ Reboot H P Flush cach

¢ Cluster
4 License
&7 Tenant Info
&7 Web Hybrid
Applanca
5=
TR Sre
,j-\’ Telemetry

S8 ABalics Arclacbratar

?

UTFDESZ PTSATURET YT T— T 2E0I2IEZAT 7O T 2R ENHEIEDAYvE—NERT
SNEIFT DT, Logout and start update 2 vHILET, 7VvITT—rEH1EFT BB A (. Do not logout,
cancel update 9" yILET,

[x]

IE‘ You need to logout of the user interface to update this appliance.

Logout and start update Do not logout, cancel update |

BT 7o TN, TYyIT—rOEBRKRERTEEICOBYES,

TENFET,

BES*JJ(il&'F@&5&5&?&’&%?%1ﬁiﬁb<§ﬁtéhi?o Show Log %7')“/7‘4‘6&5%5@%3‘@%@

14% || [howieg| |[ Logout |

VAN =

TREBD S, 14%F—ED/—ET—SORESRTHEBABBYET A, 1955 5IURET
HHUO—FERERTHYFLL TV DI TEBYF Y A, A—SaV DT YT F—MERKENEES
L O—FT /8T —S DY A RBAEEB BRI DD BEASBYET .

op
RE
s

21 Updating MWG-UI Node ®
python-TPy noarch 0.75-6.mlosd mlos-main—gen release-base 32k ~
pvthon—ply noarch 34-11mlogd mloz-main-gen_release-base 123 k
python2-pyasn1 noarch 0.19-7mlos3 mlos-main-gen release-base 100k
pyvthon2-gix  noarch 1.10.0-9mlosd mlos-main-gen_release-baze 31k
selinuc-policy noarch &.18.1-262 mlos3 mlos-main-gen release-base 492 k
selinux-policy-tarested

noarch 3.13.1-262 mlos 2 mlos-main-gen_release-base 7.0 M
setools—libs  x86_64 330-4mlosd mlos-main-gen_release-base 562 k
sgdutile-libs =x26_64 142-6.mlosd mlos—main-gen release-base 70k
ttmkfdir x86_64 30 8-42mlasd mlos-main-gen release-base 47k
walan-c_openss!1.1

%8664 1110-3mloz3mme  mlos-main-gen release-hase 881 k
werces—c-32  x06_64 3231 mlozdmwe mloz-main-gen_release-base 897 k
xml-gecurity-c_openssl1.1

=86_64 2.0.2- Lmlos3mwe mlog-main-gen_release-baze 364 k
xmltooling_openss|1.1

=86_64 3.04-Lmlos3mee mlos—main—gen_release-base 720 k
xorg=x 1 1-font-utils

=86_64 1:75-21mlos3 mlos—main-gen release-bass 103 k
xorg=x 1 1-fonte-Type 1

noarch 7.5-9mlosd mlos—main-gen release-base 521 k
Transaction Summary
Install 3 Packages (+41 Dependent packages)
Uperade 167 Packages
Femove | Package
Total download size: 461 M 3
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TyFTT—rhEaREGRY S —ERERBELETA. F o0 O0—FR TRIZEY—EXDFEHNITHOND
HREE—ERAMNBLELET,
WebUl H—E ZANBREISNDESIEITERDLSIT—HMIZ WebUl ADRTMNTELRNENSI AvE—UHR
ReENET,

Please wait. The Ul service is temporarily unavailable. Connection Status: invalid status code:500

WebUl H—E RDEEISN B LT VT T—MRERTMNEIELET . £ELE. WebUl HAEIRLZELME &L CLI
T/opt/mwg/log/update/sysconfd. update. log 77 A ILESRBL T &Y,

tail -f ARV FTI7AILDKREICEZTAENEZBREVTILEALRRLET,
|tai| -f /opt/mwg/log/update/sysconfd. update. log |

[ Updating MWG-UI Node

wim—commonxB6_B¥ X7 ¥ THI-E mloz 3
wim—enhanced x86_64 27 4 160-6 mlos3
wim—filesystemx86 64 274 160-6 mloz3
vim—minimal x86_64 274 160-6mloz3

weetx86_64 0:1.14-19mlog3

winetdxB6_64 2:2.3.15-13.2 mlogd mwe
skevboard-config noarch 0:2. 24-1mloz 3 mwe
worg—x 1 1-zerver—ryfbxB6_64 0:1.20 4-7 mlozd mwe
worg—x 1 1-zerver-commaon x 86_64 0:1.204-7 mlos3 mwe
sorg—x 1 1-xkb-utilz  86_64 0:7 7- 14 mlo= 3 mug
sum-plugin-changelog noarch 0:1.1.31-50mlos3
yum-plugin—faztestmirrar noarch 0:1.1.31-50mloz3
yum-utilz noarch 0:1.1.31-50mlozd

Replaced:
opensamlx86_64 0:26.1- L.mloz3mwe
python-dateutilnoarch 0:1.85-7 mlog 3 mwe
walan-cx86_64 0:1.11.0-3 mlos3 mwe
werces—cxB6_ 64 0:3.1.1-8 mlogd
sml-gecurity—cx86_64 0:1.7.3- 1. mlozd mwe
smitooling x 86 G4 0216 4- 1 mlos 3 mmg

1 Ciomplete!
X 2 * Update contained packages which require the *
* appliance to be rebooted to take effect!
v
< >
| Hide Loe | | Logout |
EBRTH 100% -0 FOMRICEEDS AL TNA—avhmifisioTWA I LML TS
é("o

LEEEEX1DESIT Complete! MBREINTWEMES(E, /NI TSIVRTTYTTF—rAM L TLY
ABENHYET, FOEEIE,. O—hiLary—ILFE=E,. SSH TP TSA7 RIZAG A4V LT, UTFHORY
T7AILIZ, Compete! EFRERSNBETHFOTLEELY,

‘ /opt/mweg/log/update/sysconfd. update. |og

42
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%2 [Update contained packages which require the appliance to be rebooted to take effect! Ay
U NRRSNEHBEICIK. TTSATUAOBREADSBELR/ v —UNEFENTOETOT. BERYS
A% . T42 7 TSAT7OADBREBERIOFIBIZHST. 7ITSAT7 U AOBREZERL TS,

f=12L. Controlled Release ~DT7vFT—rD1HE A (. [Update contained packages which require the
appliance to be rebooted to take effect! | Ay t—UNRRESNLEWMEETETISATUREZBREHTD
WENHYET,

WebUl TP TSAT7 U REBRET BIZIE. byTLAR)LA=Z2—/\—0 Configuration 71w,
Appliances T EEIRL T, AR D Web Gateway L (T2 DFITIE mwgapplol )EHUvHLET,
RIZ.BRICRRENDETTSA4T R Y—IL1A—D Reboot V) yILET,
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I McAfee McAfee Web Gateway @

_J, search L|:|J Save Changes |v

Dashboard | c
Appliances || File Editor |
& Addfjoin " X Delete... ” Update Engines = HI[ I Reboot d' Flush cache ” ©y Update appliance software ” 8 shutdown H L Rotate logs ” (% Rotate and push logs

¢ Cluster

& License

4 Tenant Info
& Web Hybrid

4

I .

J mwgapplOLl

47 Telemetry

B D mlirs Are b aebead o

I EEOEBEEA R TEINET. Yes £9UvILET,
=]

E‘ Do you really want to reboot?

Yes

WebUl [2OS AV DT ISATUoRAEBRELEISELTWAEAL. BEDEREMNARTINET, Yes &4
JyoLET,

[x]

@ You are connected to the appliance you want to reboot and will be logged out. Do you really want to reboot this appliance?

Yes

Central Management #EEEHIIZLTEY . WebUl IZAST AU DT TSAT7UALUNEBREIL-EEE L
ROEREEIIRTINT . LTOUT—rAvt—UNEHMShBEAR TSNETT, OKEV)vILE
#—0

[x]

@ The reboot message has been sent to the appliance 'mwgappl02,

UET7YIT—FEETTY,

CUIZEBRTISATUADT YT T—rEHEFIE

Main Release DB FHRUN DEEN—avIcFT v T T—hT3EE0ATSAOTYTTF—REIT5EEICIE
CLIDaYURZEFERALET,

431 HBEN—TavADOTYIT—FERFIE

Main Release DERF/A—2av UNADTYTT—hETIEEIZIE CLIOTU R D mwg-switch-repo -
sticky <$3E/\—2 3 2> ZEITRIZ. yum upgrade #ETLET,

V7.7.2.15 N5 v7.8.217 AT YT T—h T HEEDRITHITHBALET . MLOS2 1> MLOS3 ~ADT7 v
T—rOEFENDIH 2 BET YT T—ERYET,

A) mwg-switch-repo -1 AT R TRAEDREEZHIELET,
mwg—-switch-repo —I

LD Main Release &RHFARIZT YT T—hEN D15 (&, Non-sticky D&HEIZ main HOIRED/A—
CaVERARTEINET,

[root@mwgapp 101 ~1# mwg—switch-repo —I
Current Configuration: Non-sticky MWNG main (release)

13
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[root@mwgapp |01 ~1# mwg-switch-repo -|
Current Configuration: Non-sticky MNG 7.7.2.15 (release)

BEN—SavICEEShTOWSIB AL Sticky DHEIT/N—2avhRRrEnEd,

[root@mwgapp |01 ~1# mwg-switch-repo -|
Current Configuration: Sticky MNG 7.8.2.17 (release)

B) mwg-switch-repo ——sticky </8—< 3 0O RTP7 YT T—REDN—Ja FEELET,

[root@mwgapp |01 ~1# mwg-switch-repo ——sticky 7.8.2.17

Creating repository configuration for Sticky MWG 7.8.2.17 (release)
Testing connectivity to repository. This may take a while

Repository configuration has been updated

Now run “yum upgrade yum &% yum upgrade” to perform the actual upgrade
[root@mwgapp |01 ~1#

C) yum upgrade ARVKRTT7YIT—rERBLET,

[root@mwgapp |01 “1# yum upgrade

Loaded plugins: changelog, fastestmirror

Loading mirror speeds from cached hostfile

* mlos-7.8.2. 17-gen_release-base: appliance2. webwasher. com

mlos-7.8.2. 17-gen_release-base/x86_64/signature | 833 B 00:00
mlos-7.8.2. 17-gen_release-base/x86_64/signature | 1.3 kB 00:00
‘i EE

x86_64 7.7-12.mlos2. mwg mlos-7.8. 2. 17-gen_release-base 97 k

Transaction Summary

Instal | 33 Package (s)
Upgrade 25 Package (s)

Total download size: 277 M
Is this ok [y/N]:

Ay oO0—RalBRERTIL v [Enter]ZAHDLET,

ZDHEAVEZ—RIN EDA—N—H—NKYTYTT—rI7AINEE I O—RLET,
Downloading Packages:

(1/58) : daemonize-1.7.3-1.mlos2. x86_64. rpm | 18 kB 00:00

(2/58) : dejavu-fonts-common-2. 33-1. mlos2. mwg. noarch. rpm | 62 kB 00:00

R

python-urlgrabber. noarch 0:3.9.1-11. mlos2
xinetd. x86_64 2:2.3. 14-41.mlos2

Replaced:
yum-p lugin-downloadonly. noarch 0:1.1.30-10.mlos2

Complete!
[root@mwgapp |01 ~1#

D) Complete! MFRE. AV RFTOVTHMIRESfzH &I reboot #RITLET
[root@mwgapp 101 ~1# reboot

BEBMNKETILE 7.8.1.6 TEEILET .

E) BEDRICSSHTRT AL, 35—E yum upgrade ZXRTLEY,

[root@mwgapp |01 ~1# yum upgrade

Starting MLOS3 Upgrade
14
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Instal led package versions:
"mlos3-upgrade’ : 1.2.3-1.mlos2. mwg
"mwg’ : 7.8.1.6.0-26087. mlos2. mwg

Commencing major appliance 0S upgrade
Service will be unavailable for the
duration of the upgrade. Appliance will
reboot automatically after upgrade is
complete. Upgrade process will create
a configuration backup at
/opt/mwg-mlos3upgrade. backup

During upgrade Ul update progress will
be unavailable for some time. If Ul
does not reconnect after 60 Minutes
please login to appliance via console
or ssh and inspect upgrade log at
/opt/mwg/log/update/mlos3. upgrade. log

Will update to
sticky 7.8.2.17 version (release)

Do you want to proceed? ([yles/[nlo)

EITHRTIE y ZAHALFET,
Upgrade in progress, please wait ...
B ey
The download and installation
of the packages may take a

considerable length of time.

11T DO NOT CANCEL THIS PROCESS !!!

FH o A H A
FHoH o H H R R

S
Installing intermediate packages ...

Downloading MLOS3 packages |ist to /var/cache/yum/x86_64/3.5 ... (551 MiB)
~ Download DONE.

Installing MLOS3 packages ...

Upgrading to sticky 7.8.2.17 version (release) ...

MLOS3-Upgrade successful ly done

Backupfile: /opt/mwg—mlos3upgrade. backup
Logfile: /opt/mwg/log/update/mlos3. upgrade. log

MLOS3 Upgrade is rebooting your machine now!
[f machine does not reboot automatically
within the next few minutes try to login

on console and execute 'reboot —f’

[f you cannot access command |ine
perform a power cycle

* Trigger automatic reboot *

Rebooting system after 30 seconds. (Abort with [ctrl-c])

TYIT—MET D 30 BRICEBHICHBEFNEITENES .
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F) REIQO7YTT—REIZMain Release DBRFIRIZT VI T—rTB3EL5IREEZRTHAIL.
mwg-switch-repo main AW REETLET,

[root@mwgapp |01 ~1# mwg-switch-repo main

Creating repository configuration for Non-sticky MWG main (release)
Testing connectivity to repository. This may take a while.

Repository configuration has been updated.

Now run “yum upgrade yum && yum upgrade” to perform the actual upgrade.
[root@mwgapp 101 ~1#

432 AISAVIZKBTYIT—FEEFIE

V772 hoDEEEEL T, iso Z7ANUDDAITSATYTT—ED TR B ESITHYEL =,
EEEE
V7.7 DS VT8 LIEADTYTT—rDESIZMLOS D7 VT T—raE8L/N—230ADT YT T—
FCIIA TS0 TV TT—RERITTEE A,

A) BERALELVA—232M I1ISO 774 /L% SCP 7E T Web Gateway [CEr#ELET S
B) iso J7AILERELETALIRIIZFEEIL, mwg-update -0 <7 7 A JLE>ATUEEERITLET,

v7.8.2.6 5 v7.8.217 IZF7VTT—hLIzEEDEITHERLET,

mwgapp|-7. 8. 2. 17.0-31544. x86_64. iso 771 JL% McAfee 1t HAbMio4HO—KLT
SCP TF7ISAF7 U RIZaE—LET,

SSH ©a% A2, /tmp LLTRIZ mwgappl-7. 8. 2. 17. 0-31544. x86_64. iso #aF—LTH=
mwg-update -0 <iso 7 7 A I BOEETLET,

[root@mwgapp |01 tmpl# cd /tmp
[root@mwgapp |01 tmpl# mwg-update —o mwgappl-7.8.2.17.0-31544. x86_64. iso
Preparing files...

Creating repository...

Ready to update the current version
mwg-7. 8.2.6.0-27882. mlos3. mwg. x86_64 using the file
mwgapp |-7. 8. 2. 17. 0-31544. x86_64. iso

Do you want to proceed? ([yles/[n]o)

[Y]EAS
FoIF— MBS NN T, BT T AETHEET,
METRRbRRSNET

B rh

yum-plugin-fastestmirror.noarch 0:1.1.31-50.mlos3
yum-utils. noarch 0:1.1.31-50. mlos3

Complete!

Current version: mwg-7.8.2.17.0-31544. mlos3. mwg. x86_64
[root@mwgapp |01 tmp]l#

Complete! ERTFTENNIEN—2aVTPYTRT TY,

Web Gateway ZEAEHIL. GUI [CAS AL TNA—23 Py TENTNATEERELET,
[root@mwgapp |01 tmpl# reboot

BEHERIZ iso T7MILZHIBRLET,
[root@mwgapp |01 ~1# rm /tmp/mwgappl-7.8.2.17.0-31544. x86_64. iso
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5 FPyIT—IREROIERHREMEETIR

5.1

5.2

Language Pack [ZDULYT

BE/IN—232 D Language Pack TPS—hDTUIFL—FEAKRELRLTWSESIE. BE/NN—230TFER
LTW=ToTL—MEBRBIESNET A, Fi/A—2ar CHBRISEMSNI=#EED T T L— NI EE LA
UEY, BETHNIEH/N— 32 D Language Pack % Content & Cloud Security Portal A/ r&YF Y
A—RLTEALTESLY,

Web Gateway 7 Language Packs download ¥k
https://contentsecurity.skyhigh.cloud/software_mwg7_language

¥ Content & Cloud Security Portal ¥ ~®DZFIFAIZI&. Web Gateway CBEABFICRITINLERD
ID:/RT—FHBRBETT,

WAFIEX T EEY 4 M T Language Pack &R L&Y,

https://communitym.trellix.com/t5/Japanese—-Documents/tkb—p/japanese—business—documents

v18 LIEAD7YTT—h
521 {RETFISAT7URIZEITHS X 0S BEFIE

R8> T Web Gateway 2 AT 256 . v7.8 BhoRETIU DS A0S DEHMNEREShELT,
= 7.7.2.x LART: Linux (64 Ew k), /8—¥3 > 2.6
- 7.8.2.x LIB%: Cent0S (64 Ew k), /18— a> 7
FTvTT—hEIE, U)—R/—FZH B Upgrade from the interface IO&Y . ESXi H{REOEHEE &
Y. SRk OS #EBLEZRFRETI UV OFREZEBRLTTSU,

REEBIZEHOETERELTTSEL, TRk ESXi 6.5 [CBTARELZEETND—FITYT . 46, RE<
DUBERIE, SL—TIONCEREHEZTE A, Web Gateway 7T T—R5E T #%. Web Gateway 3+
YRE UL THLERELTTSELY,

(5% 7€ & E — 15

wE\— ko7 |[[RER=TATT
AT
BT A mwg7823
B AR I 7 1)L [datastore1] mwg7823/mwg7823.vmx
B~ = > DEWESR [datastore1] mwg7823
FAR0s Linux v
FAR0SD) (== Cent0s 7 (64 Ew 1) v
3 YMware Remote Console (AT Ogsous—F1—Y—0tFScs 2 - 0s 0w s
=3

522 JUYTILR—IEERELEEFIE
v1.7 LHEIDEE
A) Web Gateway @ CLI [CRZ AL, /ete/init ICREELET,
B) ttyS0.conf #RZE. 77 /L@ 19200 % 9600 [CEFELFET,
(FIAIRTIF 19200 5> TVET)

exec /sbin/agetty /dev/ttySO 19200 vt100
!
exec /sbin/agetty /dev/ttySO 9600 vt100

C) HMBEAEPLETEZRMSEFET,
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v18 LIRDIHE
A) Web Gateway @ CLI [cAS AL, /ete/default (CFBEILET .

# cd /etc/default

B) Z7AIRERIZ. TALYRIRNIZHS grub % cp ARV RETIAE—L., I 7vTE#ERLET .
# cp grub grub. backup20181121

C) TRATURITTERLIZNNVIT YT IFAINDRRSNDLELHERLET
#1s -la

D) grub ZRAE. I7AILH 2 MFTdH4 19200 % 9600 IZEELFET

— & E:
GRUB_CMDL INE_L INUX="$GRUB_CMDLINE_LINUX console=ttyS0, 19200n8 console=tty0”
l
GRUB_CMDL INE_L INUX="$GRUB_CMDLINE_LINUX console=ttyS0, 9600n8 console=tty0”

—&mrE:
GRUB_SERIAL_COMMAND="ser ial —speed=19200 ——word=8 ——parity=no ——stop=1"
l
GRUB_SERIAL_COMMAND="serial ——speed=9600 ——word=8 ——parity=no ——stop=1"

E) CLI ETUTODaTUREETL.ZEEXEALET,
# /usr/sbin/grub2-mkconfig -o /boot/grub2/grub. cfg

F) TRavUFERTL. grub. cfg ISREABRASN TSI EEHRLET
(ERHEETWENES L, RITHRENRYEEA)

# cd /boot/grub2

# grep 9600 grub. cfg

E174)

serial —speed=9600 —word=8 —par ity=no ——stop=1

| inux16 /boot/vmlinuz-3.18.118-2. mlos2. mwg. x86_64 root=UUID=e2445e0b-ea01-49ce-b62b—
6882230d6de0 ro acpi=on rootfstype=ext4 net. ifnames=0 biosdevname=0 quiet selinux=0
crashkerne|=128M elevator=deadl ine console=ttyS0, 9600n8 console=tty0

| inux16 /boot/vmlinuz-3.18.118-2. mlos2. mwg. x86_64 root=UUID=e2445e0b-ea01-49ce-b62b—
6882230d6de0 ro acpi=on rootfstype=ext4 net. ifnames=0 biosdevname=0 quiet selinux=0
crashkerne|=128M elevator=dead| ine console=ttyS0, 9600n8 console=tty0

G) HMBETHEPLEREZRMSEFTT,

H) FEi#EF&. CLI ISTTREAYUFEEITL. 9600 ~OEEZHERLET .
(EEHETWEWNMERIE, RITRESRYEEA)

# dmesg | grep 9600

E1THD

[ 0.000000] Command |ine: BOOT_IMAGE=/boot/vmlinuz-3.18.118-2. mlos2. mwg. x86_64

root=UU1D=e2445e0b-ea01-49ce-b62b-6882230d6de0 ro acpi=on rootfstype=ext4 net. i fnames=0
biosdevname=0 quiet selinux=0 crashkernel=128M elevator=deadline console=ttyS0, 9600n8
console=tty0

[ 0.000000] [ffffea0000000000-ffffea00061fffff] PMD —> [ffff8801b9600000-ffff8801bedfffff] on
node 0

[ 0.000000] Kernel command |ine: BOOT_IMAGE=/boot/vml|inuz-3.18.118-2. mlos2. mwg. x86_64
root=UU1D=e2445e0b-ea01-49ce-b62b-6882230d6de0 ro acpi=on rootfstype=ext4 net. i fhames=0
biosdevname=0 quiet selinux=0 crashkernel=128M elevator=deadline console=ttyS0, 9600n8
console=tty0
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5.3 HA #BREFIC vix DD v8.2 LIBAT7YTIT—hT 35EDRETFIE
HA R T vix hd v82 LIEAT YT T—LI=EE T HA BRZFHTHRELELELVE Proxy BIENE
IELFET GERGREWERESBLROESIC HA BRE v82 LIB/N—2av 7y T T—hT HEED=E
FIEELLTFIZRLET,
v18.26 % v9.22 [I7VTT—IBEEDEMEFTHBALET,
A TYTT—rEERFTTRRNKEN\VITYITERBLTHEEET,

B) Central Management ZE %L TS5 A X, Central Management ZEHICEBLTHEET,
1 B4 WebUI [ZA%4' 4> LT Configuration > Appliances 27 T. 2 S#%:8{RLT. Delete 5oL FE

| @ W

D ashboard Palicy

A

Configuration

I McAfee McAfee Web Gateway

Appliances File Editor

inf| ¥ Delete... ||Update Engines ~ "

¢ Cluster
47 License
47 Tenant Info
47 Web Hybrid
¢ Appliances
o mwgapplol

- Z[rowgepeice]

| M Reboot ” # Flush cache " g Update

=

C) %kIz2B#ETYIT—LLET,
2 BH#ED WebUl IZAT AV LT, 2 BHETYTT—FLET,
Configuration > Appliances %7 T, 2 S#%:EZRL T. Update appliance software #9)vILET,

I McAfee McAfee Web Gateway @ l |I I % @

Dashboard Paolicy Accounts Troubleshooting

A

Configuration

Appliances File Editor

| @ Addilein " X Delete... " Update Engines - " [| M Reboot " ? Flush cache | By Update appliance sof‘tware| B shutdown "\

¢ Cluster
# License
4 Tenant Info
7 Web Hybrid
¢ Apall

1 = dapp

D) 2BHOTYIT—rEIL 2 EHETFHTHEHITILENHYET,
WebUI D15 & (&, Configuration > Appliances %7 T. 2 E#%:#IRL T, Reboot #7')vILET,

u McAfee McAfee Web Gateway @ | |I I % @

Dashboard Paolicy Accounts Troubleshooting

A

Configuration

Appliances File Editor

| @ Addiein " X Delete... " Update Engines - " [ M Reboot ﬂﬁ Flush cache " ©y Update appliance software " B shutdown "\

¢ Cluster
4 License
& Tenant Info
7 Web Hybrid
¢ Agpll

[ = dqapp

2 SHAEEILTH HA BRI ELRENTHONTOVENWKETY . CORRTIE VIP A0 Proxy BIEIF
1 SHEAITRESNL-OEEMIEEELFE A,
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E) 2BHOHABROEREZEELET,
2 S4%M WebUI IZO%4 4L Configuration > 2 S48 > Proxies (HTTP(S), FTP, SOCKS, ICAP.)ZBiZ%E 9,

< 2BHOEREAD Scanners |Z Peer/Director & Scanner /—RZEMLET ,

Proxy HA # Scanners DFSRAT7AaAV%ES) L. 1 BiE 2 SH#D IP PRL AT Peer/Director &
Scanner Type ZEMLET,

@

Dashboard P olicy

Troubleshoating

I McAfee wcAfee Web Gateway

Q) search | [[i] Save Changes |~

ator
$ ficcounte

Appliances File Editor

) Transparent bridge

[ @ Addfjoin Delete... | Update Engines = Network Setup (=
Cluster :
li # License : ) Proxy (optional WCCP) L
47 Mobile Cloud Security (® Proxy HA
J‘bWEb Hybrid () Transparent router
¢ Appliances I

o & mwgapploz

& Anti-Malware

A Telemetry

#” ePolicy Orchestrator £
¥ central Management :

47 coaching : o

" Persistent Data Storage : No. ‘
#{Proxies (HTTP(S), FTP, SOCKS, ICAP...)

" 55L Tap

& Web Hybrid Legacy

7 Network Interfaces

#” Domain Name Service

/7 Date and Time

47 Bandwidth Control

4 Network Protection

& snmp

" Hardware Security Module

7 Static Routes i Director priority

ﬁ PLI:'rt Forwarding : g

File Server =
47 External Lists E Low High

47 User Interface
Relay Port,
9200

4 Log File Manager
Scanner Probe Interval(in milli seconds)

Proxy HA

Scanners

Type to filter content @)

Ip Address Type Comment

& Windows Domain Membership
4 Kerberos Administration
# Troubleshooting

5 syslog 2000
Virtual IPs
@ IType to filter content
No. ‘Vlr‘tual IP (Format: IP in CIDE/nutau.‘ Netwaork interface ‘ Comment
1 |192.168.10.13/24 |etho |
Scanners
e
O|7|x|*| Type to fiter contert__@|
No. Ip Address Type | Comment
11 192.168.10.11 |Peer/Director
2 [192168.10.11 scanner [
3 192.168.10.12 Peer/Director
|4 1921681012 scanner [

LEElF eth0 1V F3—TARATTRDEIP PRLRAZFEALTLSIEETY .
1 BH#OEIP PFLR: 192.168.10.11
2EHDEIP PFLA: 192.168.10.12
REIP 7FLX: 192.168.10.13

BHEOAI—TAREFERALTVRISEEIE. TOEIP PRLRALEMLET,
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> 2EHOETEEFF® HTTP Proxy M Listener address ZIEELEY ,

[ McAfee McAfee Web Gateway I@-‘ % I-@-I Q search | | |5l 5ave changes a
Dashboard Policy [EOEMEEN  Accounts | Troubleshesting e
Appliances File Editor
[@ Addfain Delete,,. [Update Engines ~ I Il
|| wirtual router id
9 Cluster 1 51
47 License :
#* Mobile Cloud Security | VRRPinterface
7 Web Hybrid ; |ethU |'|
¢ Appliances i
& & mwgapploz : B
4 Anti-Malware g HTTP Proxy
" Telemetry i Enable HTTP proxy L
4" ePolicy Orchestrator ]
 Central Management | HTTP port definition list
¥ Coaching 8 (&) IType to filter content g| il
Persistent Data Storage 5
¥ proxies (HTTR(S), FTP.gSnCKS‘ ICAP...) No. ‘L\stenar add‘..|SeNe transp..‘| Ports treate‘..‘Transparent ..“McAfae Web H.|Accapt PROX..‘| Comment
7 S5LTap : 1 [0.0.0.0:9090 Jtrue [443 [false [true |[false [
#* Web Hybrid Legacy |
& Network Interfaces g . .
/" Doemain Name Service : 0.0.0.0:9090 5 T )LD )y LTE IP FRLRIZERLET
G roesrol ; ERDAE—DIAREREIE+TAIVES oL T2 BB LUBOE P 7
47 Metwork Protection RLRZEEBMLET
47 ShMP :
7 Hardware Security Module |
J” static Routes ;
é:, Port Forwarding | Anonymous login for FTP over HTTP
" File Sarver | [anonymous J
& Extar?eil ?rSts Password for anonymous login for FTP over HTTP
o7 User Interface [anen@Iocalhost |
4" Log File Manager |
4" Windows Domain Membership i Add Via HTTP header
7 Kerberos Administration i : ; ;
Adjust content-type header for requests to archives (depending on the content-encodin
47 Troubleshooting : T Ad) P q tdep 9 a9
& Syslog | FTP Proxy
[[] Enable FTP proxy
FTP port definition list
Type to filter content 9|
["no. [Listener a...| Data port |Port range..[Port range..[Allow client..[McAfee we. [Mcafee we..| Comment | |*]

HTTP Proxy ¥ HTTP port definition list M T 0.00.0 E&EEFINTLVS Listener address & 2 BHED

EIP 7PRLRIZEELET,

HTTP Proxy Port

Listener address (Format: IP:port)
[0.0.0.0:9090

Serve transparent 55L connections

Forts treated as SSL (Format: port], port]* or ¥)
[443 |

[] Transparent common name handling fer proxy requests

McAfee Web Gateway uses passive FTP over HTTP connections
[[] Accept PROXY Protocol header

Maximum segment size (MSS)
o |

Comment:

| 0|| ok H cancel |

HTTP Proxy Port

Listener address (Format: IP:port)
‘192.168.10.12:9090

Serve transparent SSL connections

Ports treated as SSL (Format: port[, port]* or #)
[443 |

| Transparent common name handling for prexy requests

Mcifee Web Gateway uses passive FTP over HTTP connections
[[] Accept PROXY Protocol header

Maximum segment size (MSS)
o |

Comment:

‘ @ ‘ ‘ oK ‘ | Cancel

> 25HOZTEEFFQ FTP Proxy ZAZNZLTWRBE(X. FD Listener address & 0.0.0.0 M5 2 S

NDEIP PRLRIZEELET,

FTP Proxy

[l Enable FTP proxy
FTP port definition list

Type to filter content &

No. ‘L\stener addr..

Data port |Port range fo..“Por‘t range fn...| Allow clients H.|McAfee Web | McAfee Web | Comment

1 [0.0.0.02121 [2020 [1500020000 |20001-25000 [true [false [true [
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ZFN1fth, ICAP Server, SOCKS Proxy, TCP Proxy % EZ{FEHAL TLVAIEE[d Listener address ZE IP 7KL
RIZEELFY,

< ®wREZICEEALD Save Changes 9y ILTERELERELET,

| UserPreferences | Logout @

_@ (4 search | [ Save Changes ~ |

oubleshooting

EEEHRD. Q. QUM vix DEREESIERCT-OREEEET IRERIHYFE LA

ULET2EBH0OHABREREIEZETLTOET,

ZOBAETIE 1 S#OHA T Proxy MIBZEITOTWETHA. ZOFF 1 BRETYIT—rI L1 BHOTY
TT—rEHRTH—EREL-BREEICDLEOHD Proxy BIEMIAFKLET S0 1 BEOT7YvTT—
FIAT BRIDAAIVT T1 BHE)T— LT 2 BH#4IZ Proxy MIBZYYEZ THEET,

F) 1580 WeblUl (2RS4 LT 1 B#EYT—FLET,
Configuration > Appliances 47 T, 1 S#%:#{RL T. Reboot ') vILFET,

@ LY 2 @

Dashboard Palicy Accounts | Troubleshooting

Configuration

u McAfee McAfee Web Gateway

Appliances File Editor

@ Addfjein " X Delete... " Update Engines = " [l| M Reboot " Flush cache || i Update appliance software || "
¢ Cluster l

7 License

J} Tenant Info
7 Web Hybrid

d = mwgapplol
[ |

25O TRT7TIVEAOTESBLT 2 SH#H Proxy MIBETO>TWNSIEEHERELET,
/opt/mwg/log/user—-defined-logs/access. log/access. log

G 1E8¥OTYIT—rEERBLET,
1 5D WebUl AV AL T 1 B#ETYTT—MLET,
Configuration > Appliances 47 T, 1 5#%:Z{RL T. Update appliance software 9o LE T,

@ LY 2 @

Dashboard Palicy Accounts | Troubleshooting

Configuration

U McAfee mcafee Web Gateway

Appliances File Editor

@ aAddfjein " X Delete... " Update Engines = " [| M Reboot " 7 Flush cachraﬁ Fy Update appliance software ||IE
¢ Cluster :

& License

J} Tenant Info
7 Web Hybrid

d = mwgapplol
[T |

H 1 5#07vy7T—rEIE 1 SHEFHTHEH T ILELAHYET,
WebUI D15 & (&, Configuration > Appliances 27 T, 1 B #%EIRL T, Reboot #0)vILET,

I McAfee McAfee Web Gateway @ | i] & @

Dashboard Paolicy Accounts Troubleshoaoting

Configuration

Appliances File Editar

| @ Addfjoin " K Delete... " Update Engines - " [H H Reboot " | 9 Flush cache || ¥ Update appliance software ||

¢ Cluster

#° License

#° Tenant Info
&7 Web Hybrid

d & mwgapplol
i s
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D 1 SHOHABRKOREEZLEELETT,

< 1 BHOEBTELEREEHRD Scanners IZ Peer/Director & Scanner /—RZEMLET,

Proxy HA #8®M Scanners D FSATAAvED)vH L. 1 BHL 2 B0 IP PRL X T Peer/Director &
Scanner Type ZBIMILET .

I McAfee McAfee Web Gateway @' LEJ

Dashboard Policy

A (Q sewt ) [ seveches |-

MRt

Appliances File Editar

. -
" @ Addjjoin Delete... [ Update Engines - u Network Setup (=4
Clust
! u;}e{icense 2 Proxy (optional WCCP) 1
7 Mobile Cloud Security (®) Proxy HA
N é{‘I%WEb Hybrid ) Transparent router ||
¢ Appliances

9 & mwgapplol & Transparent bridge
& Anti-Malware

#° Telemetry Rrosyl

 ePolicy Orchestrator Scanners

#° Central Management =

# coaching @ Type to filter content €|
&7 Persistent Data Storage No. | Ip Address Type Comment

#{Proxies (HTTP(S), FTP, SOCKS, ICAP..

7 Ss5LTap

° web Hybrid Legacy

7 Network Interfaces
 Domain Name Service

2 Date and Time

#* Bandwidth Control

& Network Protection

77 SNMP

# Hardware Security Module
o static Routes

Director priority

7 Port Forwarding 10

 File server pam—

o Bxternal Lists Low High
#° User Interface

# Log File Manager Relay Port

& Windows Domain Membership 9200

# Kerberos Administration

Scanner Probe Interval(in milli seconds)
# Troubleshooting

2000
 Syslog
Virtual IPs
@ IType to filter content Q”
No. ‘V\r‘tua\ IP (Fermat: IP in CIDR notaty{m)‘ Network interface | Comment
1 [192.168.10.13/24 letho [
4] i [T» =]
Scanners
lo w"Xf| Type to filter content |
No. Ip Address Type Comment
1 192.168.10.11 Peer/Director
[z [192.168.10.11 scanner
3 192.168.10.12 Peer/Director
|4 1921681012 scanner

Scanners {RlE 2 B ERICEREELYET,

BHEOAI—TAREFERALTVRISEEIE. TOEIP PRLRALEMLET,
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> 1 BHEOTEEFRO HTTP Proxy @ Listener address ZIEELEY ,

IJ McAfee McAfee Web Gateway

Appliances File Editor

Dashboard Policy Configuration

g l'@" (Q search | [ save Changes |-

euelbe el

wirtual router id

¢ Cluster
47 License
7 Mabile Cloud Security
4 Web Hybrid
¢ Appliances
¢ & mwgapplol
7 Anti-Malware
47 Telemetry
7 ePolicy Orchestrator
#° Central Management

#7551 Tap

7 Web Hybrid Legacy

& Network Interfaces

47 Domain Name Service

7 Date and Time

#” Bandwidth Control

7 Network Protection

& SNMP

#* Hardware Security Module
47 static Routes

7 Port Forwarding

A Flle server

7 External Lists

7 User Interface

&7 Log File Manager

4 Windows Domain Membership
7 Kerberos Administration
#” Troubleshooting

# Syslog

@ addyjoin Delete... | Update Engines = E !

51

WRRP interface
[etho [~]

HTTP Proxy

Enable HTTP proxy

HTTP port definition list

4 Coaching 9 ype to filter content g
Persistent Data Storage : | = 4a ‘ | 3 | ‘ : 5 | ‘
ap Proxies (HTTP(S), FTP, SOCKS, ICAP..| No. |Listener addr...| Serve transp...|Ports treated.. | Transparent ...| McAfee Web ... |Accept PROXY. .. Comment
1 1 [0.0.0.0:90980true |24z [false true [false |

0.0.0.0:9090 254 T )LD v LR IP FRLRIZERBLET
BHOAVA—TA R ERBE+TA2VE9)yILT2EBLUBORIPT
FLRZEEBMLEYT

Anonymous login for FTP over HTTP
[anonymous |

Password for anonymous login for FTP over HTTP
[anon@localhost |

[[] Add Via HTTP header

Adjust content-type header for requests to archives (depending on the content-encoding)

FTP Proxy

Enable FTP proxy

FTP port definition list

Type to filter content g|

[Te : |_No. [Listener ad..]| Data port |Port ranae .| Port ranae .| Allow client...[ McAfee We...[ McAfee We...[ Comment |

4

HTTP Proxy M HTTP port definition list MHT 0.0.0.0 EZEFFI=NTLVS Listener address & 1 B D
EIPPRLRIZEELET,

HTTP Proxy Port

HTTP Proxy Port

Listener address (Format: IP:port)

Listener address (Format: IP:port]

[0.0.0.0:9050

[192.186.10.11:9080

—
Serve transparent SSL connections

Ports treated as SSL (Format: port[, port]* or *)

Serve transparent S5L connections

Ports treated as SSL (Format: port]. port]* or *)

[a43

] [443 |

[] Accept PROXY Protocol header

Maximum segment size (MS5)
o |

[[] Transparent common name handling for proxy requests

MecAfee Web Gateway uses passive FTP over HTTP connections

[] Transparent common name handling for proxy requests
McAfee Web Gateway uses passive FTP over HTTF connections
[] Accept PROXY Protocol header

Maximum segment size (MSS)
o |

Comment:

Comment:

0|| 0K H Cancel ‘ ‘ OH 0K || Cancel ‘

< 1 EHMOETEEFQG FTP Proxy ZH%NCLTWVRIHE(X, D Listener address Z 0.0.0.0 M 1

BEHEODEIP FRLRIZERELEY,

FTP Proxy

[[] Enable FTP proxy

FTP port definition list

Type to filter content &

No. ‘L\stener addr‘..| Data port |Port range fc..“Por‘t range fo...| Allow clients H.|McAfee Web | McAfee Web | Comment

1 Jo.0o0.

2121 [2020 [15000-20000 |20001-25000 true [false [true [
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ZFN1fth, ICAP Server, SOCKS Proxy, TCP Proxy % EZ{FEHAL TLVAIEE[d Listener address ZE IP 7KL
RIZEELFY,

2 %Tﬁ@ﬁid) Save Changes ’&7'J7LQE’EE@L3§TO

| UserPreferences | Logout @@
@
e

oubleshooting

B Save Changes (v

EEEHRD. Q. QUM vix DEREESIERCT-OREEEET IRERIHYFE LA

J)  Central Management AT AESXEMILET,
< Central Management ZECETHEIL. 2 SHEZFEMLET,
2 BHED WebUl IZAT AV LTWBIBEFOT 7O THEEET,
1 E40M WebUI [ZA%4' 4> LT Configuration > Appliances 27 T. Add/join 0y LET,

I McAfee wMcafee Web Gateway l@-l | ‘I I

D ashboard Paolicy Configuration

Appliances r File Editor |
@ add/join Delete... ‘ Update Engines ~ ” lt
o Cluster
¢ Appliances

& & mwgapplol

25D IP FRLREAALTOKEYYYILET,

Host name or |F:

Metwork group:
all -

Select ® Add Appliance ) Join Cluster

Name may not be empty @ Ok Cancel
2 SN RIREINFET,
U McAfee mMcAfee Web Gateway I@-I | |I I
Dashboard Palicy Configuration

Appliances | File Editor |

‘ &) Addfjein || X Delete... || Update Engines - || lf
o |Cluster ;
o Appliances

o [ mwgapplol
-g mwgapplgg

UETHABROT7ZYTT—MIETTY,

K) RENVITVTEMBRBLTEEET,
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