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1 ([ICHIC

11 FXEOEHK

AE T, McAfee Web Gateway(MWG) Version7 LIBEDERTE /NI T v TRV AT EIEEZH LET,
HEEEDVRST IEERMIZ WebUl KYEMELET , WebUl HERTICWHEL IP PRLRAWIL—TAU T EEARH
HREEBICOVWTIK, OBRLBERE/NVITITI7AILUND HEKIZKBEHEER TSI,

AFIEEDEEIZEARMIZ Web Gateway /3\—23> 11250 ZFRALTLVET,
[BA—CavBEEDHRBATIEIAANA—SavEERALTOET,

12 TSUFRDZEEICDONT

2022 4 1 B :McAfee Enterprise [& Trellix & Skyhigh Security @ Z DD ##EIZHEIShELT =,
2022 £ 3 H :McAfee Enterprise D& —kr7z A1) a—3av( Skyhigh Security [T TSV Tav 0 &nELT =,
IB McAfee Web Gateway |d Skyhigh Secure Web Gateway (SWG) &%EWFELT -,
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2 BRENVITVS
2.1 WebUI(Userlnterface) DA% >

Web Gateway I2759H &YOS AU LET, LT URL ZBBLET, GR—k 4712 [TT 74U ME)
‘ https://Web Gateway @ IPaddress:4712/

UT 34470 Ul AREShTLETD,

2022 FHEIF, @& TR ALEEL, DRFFAHFLZVKIRETY , @13 JRE 2R EFHFLDEEHRDA#ZF A
LY,

D9z TITS59H LD Java TS5 1 ZFERAT S Ul
RTREINTLVS Login BEEIZ User name. Password # AHLTAS A LET,
AT EERE T 595 (& Internet Explorer D& T3, Google Chrome, Mozilla Firefox, Edge 72EDN TS H
%, Java TS5 AU NEMIEESN TLVST=8 Web Gateway M Native Ul IZHIELTLVEE Ao

@ zT TSIV TIRLELERD Java PTUr—2a AT S Ul (v7.6.1 TEM)
[Web Gateway Ul as Java-Webstart Download]Z49')v2LET,
lwebstartjnlp JELNIT7AILBE DU O—RENET, ZDIT7AILEERITLET,
TV —a R d5LH 0045 1V EmEAREET  Username, Password # AL TR AV LET,

@Java ZEALLL HTML O A& TR E 1= U (v7.8.0 TEMN)
[Web Gateway Ul as in-browser HTML1Z2')wo L%,
ISYHIZRTENSHOY A VEEIZ Username, Password Z A AL TAY 1V LET,
(BEREBAAE—FIZHE-TULVSE Username, Password # A I TEFEHA)

[ Mcafee | Web Gateway - Lo X | 4 - O *

&« (& © # 24 hitps://10.100.0.109:4712/Konfigurator/ we @ W o ¥ N (@ ® =

[J McAfee McAfee Web Gateway

@ | User name:

Password:

Lagin

Modern browsers have commonly stopped supporting
Java applets. Please consider one of the following
anbions:

» Web Gateway UI as Java-Webstart Download

* Web Gateway UI as in-browser HTML

Please consult the Product Guide for differences.
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@&Q@M Ul TlE[Advanced] 2451 v499 %&, Web Gateway D IP PRLRER—FE KU SSL %2
TEEDARERETEET, TIAIMR—IESIL SSL FH:4712 . SSL 4711 T,
(3] [x]

@ Skyhigh  secure Web Gateway

User name | |

Password [ |

¥ Advanced

IP/hostname  [10.100.0.109 |

Port [a712 |

Use S5L

Missing login (2 problems) @ | | Login |

®  Central Management #EEB B DEEEIE
Central Management HBE THEEE D Web Gateway THREZXRHIL TLVBIGEIZIE, AHkIZkY 1 B#Icos 4
I, 2 BEICOS (O TEFER A HIZ 2 BHICOT Mo thid 1 BHICAT IO TEER A,

T 1 SHEOTTOMIHE BITT 2 BHICOT (0T 5-HI2(F. 60 L ERBOR. OJ1ULET,

2.2 N—23 -EILRDRER

O A % N—ay-BILREREREZRLET,
LUTEEDIES. Ul Version 11.2.5 (42905)---DER DM /N—23> - ELRIFER TS,

@

Server: mwgappl | Server Time: 2022-11-16 14:31 ST | Ul Version 11.2.5 (42805) | User admin | Rele: Super Administratar | UserPreferences

©5kyhigh Secure Web Gateway i | I | X a i (Q search | |[J] save Changes |+
Dashboard Palicy Configuration Accounts Troubleshooting

Charts and Tables
Appliances Status

Copyright(©2022 dit Co., Ltd . All rights reserved. 5
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23 I\YIOFYTFIE
WebUI @ [Troubleshooting] > [Backup/Restore]|Z# &L . IBackup to file..]Z42")vHoLET,

ITo29FDRFEFATRT BRRIRSNET, T7MILEQ—AhIL PC LICREFELET,

FTIHIEDTF7AILE(F, Bftbackup EWVSRENZAEDT=8 . MREBZONA—DaviFERADLMNEE A,
N7 TEMBLEEON RS, N—Da ER. BABDNBKIIZ, TPV BIZRRARE, A—D3
EREMATTSLY,

(f5) ditwg.11.2.5.42905_2022-11-16.backup
[RARE N—=2a 18R EILRTEER_B 1 backup]

INYITITDXEIEL WebUl KYEHDHREDHTT o

CL KYEBDNHRE ., mELEZREISOVNTIINVITITHETIEHYEEA, @ /N\vITIYTETILEMN
HYFET,

L ETCHREN\VITYIIEET TY,

® v7.4 LIFED WebUl

{422 15:38 |5T | Ul Version 8.2.6 (32146) | User: admin | Role: 5 atar

Server: mwgappl | Server Time: 20204

[J McAfee McAfee Web Gateway @ | ‘I I X &.

Q, -~ | |[E] save changes |+
Dashboard Policy Configuration | Accounts | [REET

; | [Dackupmestore SSO REEMER(V5IRL LT LYA |
) EJ;VEI:;F;:'Q centra : C i ations and Accounts# ‘/d"/#&ﬁE’G‘EFﬁ éhéiﬁﬂ%#ﬁ)
Files LNV TVTTEREEICFIVIE
Log files — DITFET
Rule tracing files [[1550 Credentials

Feedback 4
Core files H Back up to file...

Connection tracing

Packet tracing || configurations and Accounts
Network tools
Policy*

System tocls
;| []sso Credentials

Backup/Restore

RSP d

Restore from file...

* Always included

P W % &

S @ Q = | |[5] save Changes |~
Dashboard Falicy Configuration = Accounts (RIS
= .

Backup/Restare

Rule tracing central ;
g : Configurations and Accounts*

¢ & mwgappl :
FI\ES. g Policy*
Log files ;
Rule tracing files | []ss0 credentials
Feedback ;
Core files i Back up to file..,
Connection tracing |
Packet tracing d [l U E'
g;sti‘:l;?'rrwkt;?\’sls i Exported Backup Location
Synchronization to Cloud ;
Backup/Restore | 0 )
Reset appliance password | Encryption Password :

=

Select a file location, @ | | [8]3 | | Cancel

Copyright(©2022 dit Co., Ltd . All rights reserved. 1o
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v102x LIED/N—2av TIIUTOIA VR IR RYTTITENES , T74ILE2EZANLT Save 51 vIL
F9,

SAVE FILE

Please enter a name for the file.

wg_11.2.5_42905_2022-11-16.backup

O ()

Save Cancel

v14~v9.2.x I\—23  TlE@®MD[Web Gateway Ul as in—browser HTML]Cl&IBack up to file JZ52")voL1=8H &

BEITAIVERETHEZICTROE=ZOVAUFVEERALET,
Q Q - ['Eﬂ save Changes |~ |
L T———

[ mcafee Web Gatews:
Save |n: ||j uploadDownload |" I:I oo E ! %EO)"?’()P@

I McAfee McAfee Web Gateway i-@-' l—|IJ X &
m

Dashboard Falicy Configuration Accourts

Elk up to file...

T7AIVBEAALT
save &5Yvs

[x]

1
File Name:  [2020-04-22.backup  ~ | \
Files of Type: |‘backup ‘v‘
T Drag and drop files here
Download selected Upload files Delete selected

u McAfee Web Gatewa: [-] (2] [x]

‘\_@‘ | |] I @ Q - | |[H] save Changes |~
Dashboard Palicy Cenfiguration Accounts J
Backup/Restore

Rule tracing central

& & mwgappl Configurations and Accounts*
Files Policy
Log files
Rule tracing files [1550 Credentials
Feedback :
Core files ave Backup
Connection tracing
Packet tracing Exported Backup Location

Network tools 294KonfiguratorfuploadDownload/2020-04-22.backup

System tools
Synchronization to Cloud Encryption Password :

Backup/Restore I |
Reset appliance p d

[—
GI Ok Cancel

@ Backup successful.

WITLTISOYDI7AILRENETEINET , (Firefox DIFEDIT7AIRTFEVDAURD)

Copyright(©2022 dit Co., Ltd . All rights reserved. 7
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ROTFANEBRTSELTVET:
| | 2020-04-22.backup

7 JLOEF: backup File (742 KB)

| J7 (LSRR https://10.100.0.109:4712

EOIT7AIVEEDLSITITET ZIMEATLEEW
OFOHSLTHL(0): | $HB(B)...

® 7 ERFT B(S)

®  Central Management #8EB I DT EHI1A
Central Management #EEZH T B &, EEE D Web Gateway CHREMREASNET 1 BICAOT1>T 5B
&L FTARTOD Web Gateway DEEFEHRRINF T A, [Backup/Restore]A=a—[&, B 1> H 0 Web Gateway
DHRTRINET,

Central Management IRIETHSLT= 1 DM Backup Z7AIIZIE. TRTHOEE/—FOHRENZTENTLNSED
T.ED/—FIZBVWTEHERENMETT (JRMNP)ATHETY . LWL ERBET/N\—FII7HEEINHE
[E. UUID AAZEH>TLEID T, Backup Z7AMILENRNT T 51=OICIE TR A—H—FAQ OFIEICT. #2RE
FDO DUUD)ZHEELATURSAUDBYRNT T ELENHYET

<KB80762: aY RS/ hi5 backup 771 ILETILY AT §B5%E>
https://kem.trellix.com/corporate/index?page=content&id=KB80762

2.4 INITPITITEENLGVERTE

REBBINTVIRABELT, FTREBXN\YITYTI7AIICEENLZN O YR TRICFEITHREE
BOBESHYET .
Z0H. RENBEEANHEF TEAVALICHASEB TSI,

2.4.1  CLI B root /SRT—F

CLI BIZ# SN TS root /ISRT—FIEA VA= ILEEIZERESN TLET,
NYITYTIT7AILHIZ[E root /ISRAT—RIFEFNLL=0 . BERBFICHIRITFEEZLTTSUY,

2.4.2  Windows Domain Membership(NTLM 33:E)

NTLM EBEERI FRE. Web Gateway & WebUl @
[Configuration] > [Appliances] > "X k4 > [Windows Domain Membership]
ISTRA U SMOREEEHE SN TLET A, Administrator name § & U Password [ Web Gateway
ICRTFESINFE A
{€>T. Windows Domain Membership I[ZZMLTWVEWT FSA T RIZKE/ N\ ITVTEYALTLT
1, Windows Domain Membership [ZS8IIL TLVRLVREED EEEAYET,
Windows Domain Membership (259 5F/E(L. [3.4.2 Windows Domain Membership(NTLM 2
FE) 1 ESHRLTIZEL,

243 DY TIIR—REREL—FRERER
—HOBRETVITILR—FDREEEEBINDIT—ADHYET,
(IZXFUPS FIRD=ODHRELEETY)
BRELEEFIBIZONTIE3.4.3 LUTIIR—LDEREL—FEEEER IZSE TSI,

2.43.1 V7.7x LHIDEE
1. Web Gateway @ CLI IZA45 A2 L. fetc/init [CBEILET
2. ttySO.conf I7AILERE. IJ7/ILBDOUTDREBEHERLET .
(F74ILRTIE 19200 £5-THYETD)

exec /sbin/agetty /dev/ttyS0 9600 vt1l00

8
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2432 vi8x UBDIEAE
1. Web Gateway @ CLI IZA7 1L, /etc/default IZFEEILFET
2. grub I7AINERE. IFAILHDOLUTD 2 hFTDEHEHERLET .
(T74ILETIE 19200 - THYET)

— & E:

GRUB_CMDLINE LINUX="$GRUB_CMDLINE LINUX console=ttyS0,9600n8 console=ttyO0"

—&mE:

GRUB_SERIAL COMMAND="serial --speed=9600 --word=8 --parity=no --stop=1"

244  HA#BEZFIFAT S0 MFEND-LBID E%5E (V7.x D& HA HERLD #)

letc/sysconfig/mfend 774 LD T 1TIZ MFEND-LBID=%{&
DEEEERLTVDGEEIC. HRITEFHTERLTBLNTTELY,

BE. KRBREIER—R VT —IRIZEED Web Gateway HA S R T LEEEST SIZFIAT 51=0,
BEEEINTOVENWT—ZANFEEAETT,

v8.2 LIS Tl MFEND [ REh TULVEL =8 /etc/sysconfig/mfend J7 A4 LD FENECERISTETT,

2.45  Cluster CA &R

Central Management #8E& AT 5L EINELLS Cluster CA T—RILERE/\WIT VT I7AILIZ
EFENTOVFER A, ERKBRETHHRAOA—ILRIZIE, BEF®D Central Management A2 /\—T{E
SNTWBEIBAZEZ AU IR— T 2R EAHYET,

<KB89292: The Central Management Currently uses the default CA (How to replace the default
Web Gateway cluster CA)>

https://kcm.trellix.com/corporate/index?page=content&id=KB89292

F¥#H1%T4 KBB9292:Central Management # 8 T A9 % ClusterCA ZEZ A 5 FIFIZZSRIZS
LY,

2.46  HAProxy 158 (v8.2 LIIED . HA #ERLDH)

v8.2 LIBETIZ MFEND FSA /Mt HYIZ HAProxy BRI EIANMERIATLEY,

HA IR ZE LT v8.1 LIEIDHRE/ VI T YT 774 ILIZIE v8.2 LI TEEY % HAProxy B %
BAOHRENESENTOERANTXDNVITYTIT7MIL%E v8.2 LIBDHERICURNTTBBEEF
ECHAREEZEFTILELAHYET,

<KB91848:McAfee *vhT—oF54/3— (MFEND) M5 McAfee Web Gateway (MWG) 8.2.x M
HAProxy ~®M#%1T>
https://kcm.trellix.com/corporate/index?page=content&id=KB91848&actp=null&viewlocale=ja JP&
locale=ja_JP

B—/\—2a>DN\VITITI7AINEIANT T EI5EIE HABRT —40EFENTOWET OTFEHT
DHRELEBIIDEHYEEA,
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BREVART
3.1 WebUl ~DAS LY
BENVITYTDEERFR. [2.1WebUI(UserInterface) ~D AT A2 IO FIEI-TAT AV EEHKLET,

3.2 N—=a BEE R

YRARTPZEETT BRI NI 7V TERMBLI=ED Web Gateway D/N\—230 & ThEYYRRT 3t
REBDON—JaVFCHER TSN, NITYTIT7AIINDN—2a ERICDONTIE, N\ IT7vTI7
AIVBECHERETIL,

LITEEmDIHE . Ul Version 11.2.5 (42905)---M 11.25 DE D MNE—THAZEXFTHET S,
build IZZEAHBIHGETH, MBEHKIARNTTHIENTEETT , TEEDOHITIL, 42905 AY build FS
-G-d-o

@ — [-][o][x]

Server mwgappl | Sarver Time: 2022-11-16 14:31 |ST | Ul Version 11.2.5 (42805} | User: admin | Rele: Super Administratar | UserPreferences | Logout (g

Policy Configuration Accounts Troubleshocting

@Skyhlgﬂ Secure Web Gateway & I I | x & ? _\, Search
Dashboard

l/ Alerts r Charts and Tables |

Appliances Status

3.21  N=TaViEHRAR—DIGE

MBI YANTEEIDFIRICH>TYRNTEERE TS,

322 NI 7ITWMEBLEEBO/N—TavE, Web Gateway DN—CavIZEZBRBAH S5 E

BEDN—2arTHRYIT7ITREBLEI7AILE . FREYEFHLLVAA—23 0 ([CYR NPT RIE
IEATRETT A FHILWLWAN—2a0 TR I 7Y TREBLEI7MILEFNEYBED/A—D3 V(TR
F735EIETEEEA

51 :
v1.1214 TINYITYTERBLIE=T7M4ILE v1826 I[TUARNFTBHIENTEET,
v1.8.24 TNYITITWMEBLE=T7AIE v1.725 [ICYURNTTBIENTEFTFEA,

¥E/N—230D Web Gateway ZHEET 57-8HIZIEL. TiED Content & Cloud Security Portal
H A RIBFFExtranet) &Y BELFE-LWAN—2a0 DAV AM—ILAISO A A—ST7 A )LER D O—
FLT. FRMAV A= ILEITIBELHYET,

<Content & Cloud Security Portal>
https://contentsecurity.skyhigh.cloud/software mwg7 download
AT AUIZWHER ID EIRRT—RIERFEGYR—MEZEEFCHRE TS0, Y R—MMIZICRHELS
Bl BERRICTIRRT—FEEREINTELNET,

AV RA+—)LIE CD KYURENITHZETEHIMICITHONET,
HMIE. LTOA—HD—FFa AV METHER TS,

X7 Web Gateway DHIEA YV R—ILIZDUNT>

https://success.myshn.net/Skyhigh_Secure_ Web_Gateway (On_Prem)/Secure Web_Gateway Install
ation/Install_for the_First_Time/About Installing Secure Web_Gateway for the_First Time?mt—
language=JA

FHRFEHRTFHR—FBEOFTERNEHE TS,

10
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https://success.myshn.net/Skyhigh_Secure_Web_Gateway_(On_Prem)/Secure_Web_Gateway_Installation/Install_for_the_First_Time/About_Installing_Secure_Web_Gateway_for_the_First_Time?mt-language=JA
https://success.myshn.net/Skyhigh_Secure_Web_Gateway_(On_Prem)/Secure_Web_Gateway_Installation/Install_for_the_First_Time/About_Installing_Secure_Web_Gateway_for_the_First_Time?mt-language=JA

33 YR +T7 R

331 R—EARDIGE
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CCTOIMERE(1E WG4000 FDHFETIXHBEREEKRLET,

IP TRUABIL—FT 425 % Policy A=a2—RUSDERFEIEH DRLT7% WebUl TITS5E X/ \wH 7y
NRETORERLR—DERISHLTOHAIEETYT . EHRDEKRIZHLT Policy A=a— LN DREE

'JXI~73“%>15A( (X, RIAM3.32 BLLERDIBS (RMA ETKHO, MBI TL—ADEE) 1Z5H

Taby,

[Troubleshooting] > [Backup/Restore] [ZF%&iL . [Restore from file]Z#42') vy LTURRZL=L\D7AIL

ERRLET,

Policy D&% AR LT=LME&IZIX, [Configurations and Accounts] DFTyIESHLET,
Configuration 2 Account DIEE 2 TY AR FZLI=LMEEIZIE. [Configurations and Accounts] [ZF Ty

DERITET,

®  v7.4 LIfED WebUl

Server: mwgappl | Server Tim

2020-04-2

2 17:10 ST | Ul Version

(32146) | User:

admin | Role:

I McAfee McAfee Web Gateway

Dashboard

@ I I X g‘ '@ 3 - | |[E] save Changes |~
Troubleshooting

Configuration Accourts

a[e

Rule tracing central
¢ & mwgappl
Files
Log files
Rule tracing files
Feedback
Core files
Connection tracing
Packet tracing
Network tools
System tools
ISR

il
Backup/Restore

Backup/Restore

Configurations and Acce

[]550 Credentials

Mup to file... |

unts*

EXBEEETHIMERBIANT T B
EETFIVIEDITFEY

Policy*
d

ord

[[]ss0 Credentials

=
[[] Configurations and Accounts

SSO nMnIETH*E(77'j I*‘//7 WA F
UHBETHEASNAERIIER)BURLT
?’6(‘_‘%( F J7"é’3(‘}'i‘3’

I | Restore from file... ||

1w Always included

[x]

E‘ You will be logged out automatically during restare.

I | Continue with restore| i‘

Cancel ‘

[Continue with restore] &2V ILYRNTEEOHET,

v102x LIBED/N—2ar TIRUTOOA VR IRy T 7y TENET , Browse ZH)vILTNYITYTI74A

IWEERLEYS,

Please select a file to import.

[+

Browse

(%)

Cancel

v1.4~v9.2.x 1IN\—23 0 TIEQ D [Web Gateway Ul as in—browser HTML]Tl&I Restore from file JZ41)voL1=%
ERETTANETYTOA—RTBEEICE=ZDIAURIZHERALET DT, TDEHEHBLET,

Copyright(©)2022 dit Co., Ltd . All rights reserved.

11



NCD-MWG-1383

McAfee Web Gatewa!

I McAfee McAfee Web Gateway @I |]| X g
| =]

ule tracing central Up One Leve|

& mwgappl
! Eilegs:p <! BEEZDIAUED
og files

Rule tracing files
Feedback

Core files
Connection tracing
Packet tracing
Network tools

‘Q) ‘[g] Save Changes |~

Setemtocle Upload files #2) v L TRl R TSNS
BacklpiRestorsl | FieNeme: | IYRTA-STHREI7AIVERRLET .

Reset appliance passworl
Files of Type: |.backup

F7=(Z. [Drag and drop files here]##1Z
HREITFAINERSYY &ROVTILET,

P e e R T e Ly LYY
.

. Drag and drop files hej

| Upload files

ASTITII
H

Download selected Delete selected

@ IrLOFyI0O-R X
« « 4 [« 0S(C) > testfolder v o P testfolderdig®
EE - FUTAI - B> O @
Macrolog  * ZaEr
MinGw [] 2020-04-22.backup
perfLogs
peri . —
Program Flec .| Windows mITH270—3
Program Fies TI7AIVBREAALT
SHSETLP F<ES)vY
Tenable
testfolder
RRTIINEYEN @
T#AIVE(N): | 2020-04-22 backup R TN T <
e Web Gatewa

U McAfe

I McAfee McAfee Web Gateway '@' [ ‘] I X g @

— [=}olfx]
Look In: ||jup\oachwnIoad |V| E

ule tracing central

gappl | Server Time .22 17:25 ST | Ul Vers (32146) | User: admin | Role: Super Administratar

Q | |[5] save changes |+

(3= ";:llﬁ’egsappl [} 2020-04-22.backup
Log files 7‘77’D—FLT:77’()L75“
E:Led:]r:é:'\(ng files iﬁ?éhtﬁt\%%li\
ST = A
Packet tracing :Z:e:;dy | R °

System tools

Synchronization to Cloud

Backup/Restore File Name: |2020-04-22 backup |
. |

Reset appliance passwor Files of Type: |‘backup / \ |v|
7 \

I7ANVBEANLT
Open &4')vY

Network tools ‘

Drag and drap files here

Download selected Upload files Delete selected

® Restore successful.

YANTRiE®R. BBMICOT T OMNES  BEOV AL TTISATUREBIRELET,
BiEB®, RERBRECHERETIL,
L ETHREYANTEET TY .

Copyright(©2022 dit Co., Ltd . All rights reserved. 12
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332 EAZEKRDIESE (RMAETKHO, #B)TL—ADIES)

NI T7vTEMBLEERE) AT RERDNBERTHSHEE . VAN [FIRURS1V KYEELE
T o Bl LTFDA—HA—F Lyt a—5 TR T I,

<KB80762: aAY RS54 &Y backup Z7AILETILIANT T BH5E>
https://kem.trellix.com/corporate/index?page=content&id=KB80762&actp=null&viewlocale=ja_JP&showDr
aft=false&platinum_status=false&locale=ja_JP

aATYURSA S backup Z7AILETIVI RN T Bh5%
B ftTa97 58 ID: KB80762
SEFEH: 2014/02/13

M=
FEIRE D &4

GUI DI Troubleshooting ] — [Backup/Restore | h i E— D25 D backup 77/ ILDHZEITTILIANT T
BHIENTEFITN, ELGDIMBOGHEEETIVIRNTTEHIENTEEE A,
ERSHBOBALTIRIYURSAUDOFIEICT backup 77 ILETIL) AT HIENTEET,

1. GUIANATAULTWAIEEIFERICATAILES,
2. aAVI—IATIERL, RFELT: backup F74 /L%, )L ART7LT-LY Web Gateway D/tmp ~
BRELET,
3 USB Stick, SCP. LFTP %&£ T E backup 774 /L% Web Gateway ~MREFEL TSN,
3. {R7ELT=backup Z7AILD/SA—3viavEEELET,
chmod 777 {&7FL7= backup 774 JL£&*
4, UUID ZERELZIVURMNTZ DT REETLET .
/opt/mwg/bin/mwg—coordinator —R 'file:in=PATHTOBACKUPFILE;options:uuid=UUID’
3 L300 PATHTOBACKUPFILE ~ backup Z7AILD/NAEFAALET,
3¢ _EEED UUID ~ backup 770 ILETHFARITAATHUL=FIZ&HS. [<co_node id="xxxx">|D
xxxx B EAALET,
¥v13 BTNV TBIZNART—RERELCREIT7AIINERSIELIGEICZIZU T D LS
ISLTHRRT—RERELTZELY,
options:uuid=UUID,password=PASSWORD

fR#F LTz backup 774 JLH configbackup . UUID T44454C4C-4A00-1039-8047-BIC04F355031 |
DIZEDRITHIETETT .

# /opt/mwg/bin/mwg—coordinator —R 'file:in=config.backup;options:uuid=44454C4C-4A00-1039—
8047-B9C04F355031’

5. TROIIGHRMNMR-OTECLEHRL, REZRMESEHOICHEHZITVET .

# /opt/mwg/bin/mwg—coordinator —R 'file:in=config.backup;options:uuid=44454C4C-4A00-1039-
8047-B9C04F355031°

successfully sent restore request “file:in=config.backup:options:uuid=44454C4C-4A00-1039-8047—
B9C04F355031” to running Coordinator process.

Job queued with id: 1160

Job progress: .

Job finished.

Coordinator responded:

OK

6. GUIANATAUL, REDNTILVJRRNTEIN TSI LERERLET,

7. Itmp ~NMRTELT= backup 77/ ILEBIRLET,

EESA

CFIFE/N—30 M backup Z7MILEFNKYRIDN—2avIZETTT A EE Y R—MLTEYEE A
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34 DV Qs DNOY: 5 b

RAERINTVS—EOHEICOVNTII/NYITYTITEENLN O, YR RICFH TEEEETL
E3 A

3.4.1 CLI Froot /XX —F

JRART AR DR IEL Web Gateway 1 Ah—LEFZERE SN root /SRT—FZEEHELTLET,
INAT—REZLEET BB AL, passwd AT FZFAL. FTEEDBYEERELET,

(CAPS Lock (=&Y, BESN/SRT—F LB IR T H1=8 . ##k root IZT CLI KL THE.
IRAT—FREREK, BENART—RTAY AU AR LR R T HFIEEHELET )

# passwd

Changing password for user root.

New password: <-- 1 EHOHLIVIRT—FEA R

Retype new password: <-- 2 BEO#FHLLVIRT—FEA L (1 BB ERNBZERHER)

passwd: all authentication tokens updated successfully.
[root@mwg ~]#

UETIRRIT—FDEETT TI,

v7.7.1 L% TIE WebUl THEREATEEIZAY EL =,
[Troubleshooting] > [Appliance] > [Reset appliance]
3.4.2  Windows Domain Membership(NTLM $25F)

NTLM FBEEZ1ToCTL\BIBE . UARFRICEE Web Gateway ZR A VIZS NI 2HELRHYET,
Configuration > Windows Domain Membership ZBiE Join #91JvoLET,

@ Skyhigh  secure Web Gateway G i,’- w > ¢ a @ Q@ Search | [[Q] save Changes |+

D ashboard Palicy Configuration Accounts Troubleshocoting

|f Appliances | File Editor |

© Addjoin Lz \_‘Update EREMTES = L[ Windows Domain Membership

? Clus_ter. | Appliance is joined to the following Windows Domains
7 License i
#* Mobile Cloud Security : @ Join... Modify... Leave... [Type to filter doma63 B@ Refresh
7 UCE Hybrid i : - - -
fWeb Hybrid Domain | Account | Domaln...| NTLM V| Timeout |Reconn...|Actlve D| Status
¢ Appliances : 15 [x]
¢ & mwgappl :
&7 Anti-Malware : |Windows domain name:
 Telemetry : [nsec.co.jp |
#” ePolicy Orchestrator : -
 central Management Skyhigh Secure Web Gateway account name:
#* coaching : Mwa |
7 Persistent Data Storage : - —
7 Proxies (HTTP(S), FTP, SOCKS, ICAP..| Overwrite existing account
47 S5LTap : Use NTLM version 2

7 Network Interfaces

u”b Domain Name Service [[]Use DC name from NTLM handshake

j:b Date a_nd Time Timeout for requests to this NTLM domain:
#” Bandwidth Control : 15 | Seconds (Format: 1-99)

#” Network Protection i o '

2 shmp Wait time for reconnect to Domain Controller:

7 Hardware Security Module 180 | Seconds (Format: 5-300)
7 static Routes d

’ i Configured Domain Controller(s), comma separated:
#” Port Forwarding / |- win2008r2-adlab.nsec.co.jp

7 File Server 4
° Bxternal Lists torrerof-actve-BroraT Comtrotterts
47 User Interface / [1 | (Format: 1-10)
- = i Credentials to join the domain.These credentials will be used
\o\gns -am Mmbersm 5 once to create the machine account for Skvhiah Secure Weh
§1;°$nbr:esh°°t‘“9 lAdministrator name: Administrator name &V
i Administrat -
I S <«—— Password [& MWG IZIRTES
%#W@EIE@F&#‘ 55/‘ Password: *Lgs_u./u
S, < (R o
WABEBERYES, [ L
] | 0K || Cancel |
{1 Ii [Tv]:

Copyright(©2022 dit Co., Ltd . All rights reserved. 14
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FASADSMIZHRINT DEUATDRIIBRYET,

Appliance is joined to the following Windows Domains

&) Join... g  Refresh
Domain ‘ Account | Domain Controller(s) |NTLM V‘ Timeout| Recon...‘ Active | Status J N
nsec.co.jp  |MWG |win2008r2-adlab.nsec.co.jp |2 115 180 1 | e < AD LEEFTREAETY

343 VYT IKR—FDELEL—FRELE

—HOBRETIITILR— DR EEELEEIND T —ANHYES,
(IZFUPS IO DEELEETY)

T7AIILDFEIL vi T REETHATEL,
RELEREITONICEENRDI7AIEFIAE—T BLEELTNN\YITY TR BHETFSL,

3431 VI.7x LEIDBE

8. Web Gateway O CLI (2% 1L, fetc/init IZBBILET
9. ttySO.conf 7/ ILEHREL. 19200 % 9600 [CEELFT,
(F7HILETIE 19200 £5-THYET)

exec /sbin/agetty /dev/ttyS0 19200 vt100

l
exec /sbin/agetty /dev/ttyS0 9600 vt100

10. BHREBEFLERZRMSEFTT,

3432 v78x LUEDIHE

1. Web Gateway ® CLI [2EZ /L. /etc/default (CFEEILFE T,
# cd /etc/default

2. I7AIRERIZTALIMNIARIZHSD grub & cp AU RETIAE—L. N\ IT7TYTEERLET
# cp grub grub.backup20181121

3. FRIAVURIZSTERLEN\YITYTI7AILDRRSNDIEEHERLET .
# 1s -la

4. grub I7AIILEREL. 2 HhFTEHS 19200 & 9600 ITEELFET,

—
— &/ E:
GRUB_CMDLINE LINUX="$GRUB_ CMDLINE LINUX console=ttyS0,19200n8 console=tty0"

!
GRUB_CMDLINE_LINUX="$GRUB_CMDLINE LINUX console=ttyS0,9600n8 console=tty0"

—&EmA:
GRUB_SERIAL COMMAND="serial --speed=19200 --word=8 --parity=no --stop=1"

!
GRUB_SERIAL COMMAND="serial --speed=9600 --word=8 --parity=no --stop=1"
5. CLI ETUTOATUFEETL.EEZEALET,

# /usr/sbin/grub2-mkconfig -o /boot/grub2/grub.cfg

6. TEEavUFEZEFTL. grub.cfg IZEREMNBERSNTNVS I LEHERLET,
(EREETWVEWMEEF. ETHEEARYEEA)

# cd /boot/grub2
# grep 9600 grub.cfg

E17HD

serial --speed=9600 --word=8 --parity=no --stop=1

linux16 /boot/vmlinuz-3.18.118-2.mlos2.mwg.x86 64 root=UUID=e2445e0b-eall-
49ce-b62b-6882230d6de0 ro acpi=on rootfstype=ext4 net.ifnames=0 biosdevname=0

15
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quiet selinux=0 crashkernel=128M elevator=deadline console=ttyS0, 9600n8
console=tty0

linux16 /boot/vmlinuz-3.18.118-2.mlos2.mwg.x86 64 root=UUID=e2445e0b-eall-
49ce-b62b-6882230d6de0 ro acpi=on rootfstype=ext4d net.ifnames=0 biosdevname=0
quiet selinux=0 crashkernel=128M elevator=deadline console=ttyS0, 9600n8
console=tty0

linux16 /boot/vmlinuz-3.18.118-1.mlos2.mwg.x86 64 root=UUID=e2445e0b-eall-
49ce-b62b-6882230d6de0 ro acpi=on rootfstype=ext4 net.ifnames=0 biosdevname=0
quiet selinux=0 crashkernel=128M elevator=deadline console=ttyS0, 9600n8
console=tty0

7. HBREBEILEREZRMSEFTT,

8. BEHE.CLIICTTFRIYUFEREITL, 9600 ~DEELFHERLET .
(ERHETWEWMEEIX. ETHESIRYERA)

# dmesg | grep 9600

E1761)

[ 0.000000] Command line: BOOT IMAGE=/boot/vmlinuz-3.18.118-
2.mlos2.mwg.x86 64 root=UUID=e2445e0b-eal0l-49ce-b62b-6882230d6de0 ro acpi=on
rootfstype=ext4 net.ifnames=0 biosdevname=0 quiet selinux=0 crashkernel=128M
elevator=deadline console=ttyS0, 9600n8 console=tty0
[ 0.000000] [ffffeal0000000000-ffffeal0061ff£fff] PMD -> [ff££8801b9600000-
f££f£8801be9fffff] on node 0
[ 0.000000] Kernel command line: BOOT IMAGE=/boot/vmlinuz-3.18.118-
2.mlos2.mwg.x86_64 root=UUID=e2445e0b-eal0l1-49ce-b62b-6882230d6de0 ro acpi=on
rootfstype=ext4 net.ifnames=0 biosdevname=0 quiet selinux=0 crashkernel=128M
elevator=deadline console=ttyS0, 9600n8 console=tty0

3.44  HAEEEFIFAT DD MFEND-LBID 3RE (V7.x D&, HA R D &)

letcisysconfigimfend 774 LERELTI7AIILDREIZ/NSA—4%FEBIL. Web Gateway Z1)T—kL
ij-o
BE. HA XREE (JRAMZRE THEL) 2T MFEND-LBID=0 i AL MG B (TIREFRETY,

HA @ 2 BIZRL T, BFICEIET 3581, B—RycT—YRIZ Web Gateway (HA ) H7 (4L (S
TE, HphlE. EELEW ID ZHEELYRNT T,

MFEND-LBID=10 MFEND-LBID=20

L

3.4.5  Cluster CA 153

Central Management #$RECERT 5&E (b E 4D Cluster CA T—ARIXERTE /NI TV T IT7AILIC
EFENTOVFER A ERTBETHRAORA—ILRICIE, BEF D Central Management A2 /A—T{E
SNTWBEIAEE AV R— T 2RELHYET,

F£#H1%T4 KBB9292:Central Management # 8 TE AT % ClusterCA ZEZ X 5FIEIZZSRIZS
LY,

IR A Xb—JLI&IC Cluster CA T—2% A R—k9 BHiIZ. Central Management B FXELE>TLNVS
EEICIBUIZERE NNV I T YT I7AIETILV)ARTLTLESE, Cluster CA T—R%EEFHEMNT
ELHEYET DT, —B Central Management Z4ExHLT=4KBET Cluster CA T—4% A R—kLT
M5 Central Management Z83IZL TN,

Central Management D& %L &ESN1E D FIEIELM5Central Management #EED B RL EEL 12T
S,

3.4.6  HAProxy 1&#R (v8.2 LIEMD#& . HA R D)
v8.2 LI TIE MFEND RSA4/ DK HYIZ HAProxy BRiDEAFERShTLET,
HA HERHEERIZH LT V8.1 LIBTDRE/ VI TV T 774 ILIZI1E v8.2 LI TE AT S HAProxy BHiH
BADOERENEENTVER AL V8.1 LURIN/N\YITYTI74IVE v8.2 UEDHRIZURANT T 5158
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EFBTHAREZEETORLENHYFET .

<KB91848:McAfee ykT—%4RS4 /38— (MFEND) M5 McAfee Web Gateway (MWG) 8.2.x D
HAProxy ~®D#{1>
https://kcm.trellix.com/corporate/index?page=content&id=KB91848&actp=null&viewlocale=ja JP&
locale=ja_JP

R—N\—=23v DN\ T7IvTI7AINEYANT T HERIE HABET 48 EFNTOETOTFHT
DERELERIIDLEHYEE A,

B4 B () B
Vv7.X v7.X =
v7.X v8.2 LI& WHE
v8.2 v8.2 =

V7 D5 v8.2 LIBEAD T T T—MZ DL TILAI#E McAfee Web Gateway Version7 LUfg 7FS5/4 7>
AT YT T—FIEE 1S BAZE,

HA R TREShTLSEMNEINERERT HIZIEL, WebUI @) Configuration > Appliances %7 > 77

SA4T7 > R% > Proxies (HTTP(S), FTP, SOCKS, ICAP..)%BiZE% 9", Network Setup T Proxy HA A%
BIRhTLWNIE HABKTY,

VIX TOHABEOBEDEEEET —boEv8.2 UBATYIT—MMRICKREERENIVLETY,

I McAfee McAfee Web Gateway @ I I I a @

Dashboard Policy Configuration Accounts Troubleshacting

Appliances | File Editor |

@ Add/join Delete... | Update Engines - L[ Network Setup

o= Cluster i ]
¢ Appliances :
¢ & mwgapplo1 | | ® Proxy HA
\/’_b Anti-Malware : ) Transparent router
7 Telemetry ;

& ePolicy Orchestrator © Transparent bridge

#” central Management
4 coaching i [PICEES) G

b Dorcictar: Lo i )

— : E— Port Redirects
~ Proxies (HTTP(S), FTP, SOCKS, ICA -
\/:'L e CTaY i @
& Web Hybrid Legacy g Mo. | Protocol name |original destina...| Destination pro...

& Network Interfaces 1T lre |5090 080
7 Domain Name Service :

S b ] T

%I:!II

VIX TV VB DEEDREER bolIRELEFRETY,

I McAfee McAfee Web Gateway @ I I I a @

Dashboard Palicy Configuration Accounts Troubleshooting

Appliances | File Editor |

© addfoin Delete... | Update Engines ~ L[ Network Setup

o= Cluster
¢ Appliances - I ® Proxy (optional WCCP) I
¢ & mwgapplol | O FroyHA
& Anti-Malware ;| O Transparent router
4 Telemetry B

47 ePalicy Orchestrator @ Transparent bridge

7 central Management

#? Coaching Transparent Proxy
o i

SR st | Supported Client Redirection Methods
A Proxi HTTP(5), FTP, SOCKS, ICA I
I j:l roxu;sp( (s} ; ] weep
55t :
7 Web Hybrid Legacy | [[] L2 transparent

Copyright(©2022 dit Co., Ltd . All rights reserved. 17
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NCD-MWG-1383
4 KB89292:Central Management #gE CfEFi 9 % ClusterCA #EE# 2 5FIR
UTDA—D—1EHEEICFIEZEHBALET .

The Central Management Currently uses the default CA (How to replace the default Web Gateway cluster CA)
https://kcm.trellix.com/corporate/index?page=content&id=KB89292

RE
McAfee Web Gateway (MWG) 7.7.1.4 and later
McAfee Web Gateway (MWG) 7.8.x, 8.x

HEE
V7.7.1.4 LIBED/N—23> T, TI4)LED Cluster CAZEAL TS LS YL aR—RIZIS—ARRIN
BESITHYET,
FhLYBED/A—232TlE Central Management IZTT 74JLA®D Cluster CA BMERASINTVET,

Dashboard > Alerts

( Q] X &2 @ . e
tellsecs ‘ ek Saseay W [ Qlsech | (£ swvechanges
e Policy Configuration ~ Accounts | Troubleshooting
Alerts |I Charts and Tahles ‘
fppliances Status
Appliance  Performance McAfee Anti-Malware Versions 'URL Filter
Mame Alert peaks, last 7 days Requests per second Lazt update Gateway Engine Gateway DATs Engine DATz ELast update Wersion
mue | HE 0| 44 minutes aza 700120152058 6329 5900.7845 2957 12 minutes aso 76512
Alerts [ Reset Filters ]
Appliance Filter ~| Date Filter ~ | Messaee Filter: [V]Warning' [Tt |Tvpe o filter alerts [x]
- T
e | T8-Jul-2018 09:08:18 J5T . The Gentral Manaeement currently uses the default Gé. Go to Gonfiguration » Appliances to replace it (Origin' Gentralized Management, 100 3020)
mwe | 17-Jul-2018 15:08:38 J5T . The Gentral Management currently uses the default GA. Go to Gontieuration > fppliances to replace it (Origin: Gentralized Management, 1D: 3020)

Z
default CA D~ T —7 T — K

RE
v7.7.1.4 LUIBED/N\—23 Tl Cluster CA #FxvILTEY., TI4ILED Cluster CA ZFHALTLNSE
HyLaR—RIZIS—ARTINDESIZHYELT=,
hiFEFI)TAEZETTN, FyPaR—RICIS—ARRENZE T THYKRENLGREBEELHYEE A,

ARIR K
2 =—%% SSL EEAEEFHRITIERL. TNE £ Cluster /—RIZAUR—rF BT ETHRRLET,

Cluster CA I3 51=8bD1——/7%; SSL SIBAEZEDERFIE
1. V&EDD/—F®D WebUl 1B 12 LT, Policy > Settings 27 %<
2. Engines > SSL Client Context with CA % &R
3. FIRFIBAEDRELTIER
A)  Y—ILIA—D Add S
B) Name #RIZ&7TZ A S (5l: Own Cluster Certificate)
C) OK#%HYYvy
D) ¥REROBENKRINET

18
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Policy > Settings > Engines > SSL Client Context with CA Z##IiRLEGYvo >Add &9y Y

I McAfee McAfee Web Gateway

©Add... | & Edit.. | X Delete.., Name IZ Own Cluster Certificate
Type to filter settings e ;&)\ AL OK %7') ‘ybbi?— e
¢ Engines =
Anonymization — Add Settings | Permissions | /
o Anti-Malware
o Authentication Name:
Authentication ICEToken [own Cluster certificate
o Authorized Override BT
Azure Directory :
Block Session
o Cache
o Certificate Chain )
Cloud Access Log Data Residency Settings for: - - — . 1=~
cloud Storage Encryption ":'“Tiqt}‘otl:ll:ﬁ al Define SSL Client Context (Certificate Authority)
Cloud Storage Encryption Support ICAP Cli:nt Subject =
o= Coaching Mobile Devic Commaon Mame (CN) McAfee Web Gateway
o Composite Opener Next Hop Pr{ | - Organization (0) McAfee, Inc. m
Data Loss Prevention (Classificatio Persistent D| |- Organizational Unit (OU) ysgU
Data Loss Prevention (Dictionaries Progress Pa =
o Data Trickling Protocol Det Issuer
o Email Notification Prowy Contra Common Name (CN) McAfee Web Gateway
External Lists Safesearch Organization (0) McAfee, Inc.
o File System Logging SAML Reque Organizational Unit (OU) psgU
HTML Opener SAML Respo Validity
ICAP Client Secure Reve Mot Before Oct 2, 2008 9:51:50 PM
Mobile Device Certification Secure Toks Mot After Oct 2, 2029 9:51:50 PM
Next Hop Proxy single Sign Extensions
¢ Persistent Data Storage SSL Client Cg Comment This is the default McAfee Web Gateway root CA. It wi
o= Progress Page SSL Client C delivered with each web gateway installation. We —
o= Protocol Detector SSL Client C At nd L paain CA hd
& Proxy Control A [+] ] | [+]
o SafeSearch Enforcer
SAML Request
SAML Response | @ I| OK I Cancel
Secure Reverse Proxy Filter
Secure Token
Single Sign On
ool | N‘ Cotifi 'ﬂ- Ll |ng
I» SSL Client Context with CA,
& (By=3= v sy @ Add...
SSL Client Context without
o= SSL Scanner Expand all
[«] M =] Collapse all

4. HIRREEHER
TR SN -3RE%EEIRT S& Define SSL Client Context (Certificate Authority) HD & /35
A—EMTIAIMRETHESN TSI LEHERTEET,

5. HHOHAEELERLET
A) Generate 9vY
B) HBE/NTA—ZITEEANLTOKEY VY
C) MEHEBLF—DEBSINTTIRR—IAREICHYET

Copyright(©2022 dit Co., Ltd . All rights reserved. 19




Generate #9')voL# CAZERLET

NCD-MWG-1383

[ McAfee McAfee Web Gateway

Rule Sets

Lists Settings

@ L1

Dashboard

Configuration

A & @

Accounts

Q Se...

Troubleshecting

H Save Changes ~

Templates

‘@Add..‘ "JEdit.‘." H Delete... || || = :

Define SSL Client Context (Certificate Authority)

Type to filter settings

o
o

o

TYY TR

¢ Engines

Anonymization

Anti-Malware

Authentication

Authentication ICEToken
Authorized Override

Azure Directory

Block Session

Cache

Certificate Chain

Cloud Access Log Data Residency
Cloud storage Encryption

Cloud Storage Encryption Support
Coaching

Composite Opener

Data Loss Prevention (Classificatio

Data Loss Prevention (Dictionaries|

Data Trickling

Email Notification

External Lists

File System Logging

HTML Opener

ICAP Client

Mobile Device Certification
Mext Hop Proxy

Persistent Data Storage
Progress Page

Protocol Detector

Proxy Control

SafeSearch Enforcer

SAML Request

SAML Response

Secure Reverse Proxy Filter
Secure Token

Single sign on

SSL Client Certificate Handling
SSL Client Context with CA

NN T

&

Own Cluster Certificate ]
.

NPT NS

Subject
Common Name (CN)
Organization (0)
Organizational Unit (OU)
Issuer
Common Name (CMN)
Organization (0)
Organizational Unit (OU)
Validity
Not Before
Not After

Extensions
comment

Fingerprint
Private key

Mcafee Web Gateway
Mcafee, Inc.
NSBU

Mcafee Web Gateway
Mcafee, Inc.
NSBU

Oct 2, 2009 8:51:50 PM
Oct 2, 2029 8:51:50 PM

This is the default McAfee Web Gatewsy root CA, It will be
delivered with each web gateway installation. We recommend

to generate and use your own CA
8501 b8 d0 08 a7 S5e 72 Ob fa 06
present

638013 dcfa1f47 93 f9

Certificate Authorityl

send certificate chain

Certificate chain (not required

[ ] Use custom server key
Custom server key

RSA server key size

[«]

[»]

[2048]~]

s Generate.., %4 Import...

ke Expu\ 4. Export Key...
Commeon Name (Required):
[McAfee Web Gateway |
Organization (Required):
[Meafee, Inc. |
Organizational Unit:
[nsBU |
Locality (Required):
[santa clara |

=not s
' State:
M1 |CA |

Country:
|us (United states) |~

E-Mail Address:

\Valid for:

Comment:

ation, We recommend to generate and use your own CA|

I

d| oK Cancel

Common Name, Organization, Locality 72 CI3EREICAEDODETEE L T ZEWN
WHIREEDO £ £ THIERITATRETT 23, T 740 hdD CA & ARSI <R £9,

ISRAERMA T B=DICFIAEET IR R—MLET

A) Export#91vY
O—AILDIF7ANIF—Dr—NA—ToanEzd

B) EEBAZEIZTFAILLZEHITTRELET(KB8I292 TIXIEEF(E .cer £f=IE crt £HET
BESICHRHINTVETH pem CREHYEEA)

C) BIRLETALINIZZVRR—FSHET

TSAR—, X —FIHRKR—FLET

A) ExportKey #451)v%.

B) Browse.&%UvY

C) File Name #TRAIZTITTRELET FLsEFI(X .pem FIEFE).

D) RETEBTALINERERELET

E) #A72avTNRRT—FEDFHIENTEET

F) OK#%YYvILBRLIzTALIMIIZZIRR—bSNET

Copyright(©2022 dit Co., Ltd . All rights reserved.
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NCD-MWG-1383

SEBRZETSAR— F—T7AILDITHAR—F

I McAfee McAfee Web Gateway

Rule Sets Lists Settings

NS/
Troubleshooting

@

Dashboard

XA

Cenfiguration Accourts

LQ) Se...

H Save Changes ¥

m

Templates

H © Add...| & Edt...| X Delete.. | @]

Define S5L Client Context (Certificate Authority)

Type to filter settings

¢ Engines

Anonymization

Anti-Malware

Authentication

Authentication ICEToken
Authorized Override

Azure Directory

Block Session

Cache

Certificate Chain

Cloud Access Log Data Residency
Cloud Storage Encryption

Cloud Storage Encryption Support
Coaching

Composite Opener

Data Loss Prevention (Classificatiol
Data Loss Prevention (Dictionaries
Data Trickling

Email Maotification

External Lists

File System Logging

HTML Opener

ICAP Client

Mobile Device Certification

Mext Hop Proxy

Persistent Data Storage
Progress Page

Protocol Detector

Prowy Control

SafeSearch Enforcer

SAML Request

SAML Response

Secure Reverse Proxy Filter
Secure Token

Single Sign On

SSL Client Certificate Handling
SSL Client Context with CA

o=
o

e e

e

e e

Own Cluster Certificate
+ PR NS

g |

Subject

Commaon Name (CN) McAfee Web Gateway
Organization (0) McAfee, Inc.
Organizational Unit (OU) nsBu

Issuer

Common Name (CN) McAfee Web Gateway
Organization (0) McAfee, Inc.,
Organizational Unit (OU) ysBu

validity
Mot Before Jul'1l0, 2020 3:42:04 FM i
Mot After Jul 8, 2030 3:42:04 PM I
Extensions
Comment This is the default McAfee Web Gateway root CA, It will be
delivered with each web gateway installation. We recommend
to generate and use your own CA
Fingerprint c2 b0 6d 00 65 5c 4937 425273 7d 47 46 eb 1b 2eb212 a6
Private key present
Certificate Authority | [z Generate... 44 Import...
l 4 Export... 4 1 Export Key...

[[] send certificate chain

=

Certificate chain (not requighd for self-signed certificat

g

41

Oy
C

custom server key
om server key <not set=

Import Key... | | Expgt Key...

RSA server key size

4]

2048 | =

4]

Sawve In: ‘Ij uploadDownload

Save |n: ||j uploadbDownload

[T} ownclusterca,pem

7 7 A W4 % OwnClusterCA.pem (2L £9

7 7 A V4 % OwnClusterCA-key.pem (2 L £

\

| \ |

File Name: OwnClusterCA.pem

| File Wame: l [ownClustercAkey.pem

Files of Type: ‘Cer‘tlﬁcate (*.pem)

"| Files of Type: |Pr\vate Key (*.pem)

|v|

Cancel

==

Copyright(©2022 dit Co., Ltd . All rights reserved.

Exported Private Key Location
‘KonfiguraterjuploadDownload/OwnClusterCA-key pem
Encryption Password :
| |
| / 9” ok I| Cancel ‘
/I
Password (347 2 > CF, =7 AR— hHIRRATU— RERELRL

LXFA VA= MRIZHFEI CSAT —D AN BLETT,
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Save Changes 7V L TREFZRFLET
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1]

r
T T, @ gl X & @ : ]
Dashboard Configuration Accounts | Troubleshooting
Rule Sets Lists Settings Templates
H © Add.. " o Edit.. " A Delete... H " | Define SSL Client Context (Certificate Authority)
Type to.filter settings Subject
¢ Engines Common Name (CN) McAfee Web Gateway
Anqnymlzatlon Organization (0] McAfee, Inc.
o= Anti-Malware a tional Unit (0U) !
o= Authentication rganizationst Ul NSBU
Authentication ICEToken Issuer
o= Authorized Override Common Mame (CN) McAfee Web Gateway
Azure Directory Organization (0] McAfee, Inc,
Block Session Organizational Unit (OU) pSBU
o= Cache .
o Certificate Chain Vvalidity
Cloud Access Log Data Residency ESE E?t?rre jﬂ: ;023830334;2031:1“4
Cloud Storage Encryption ' e
Cloud Storage Encryption Support Extensions
o Coaching Comment This is the default McAfee Web Gateway root CA. It will be
o Composite Opener delivered with each web gateway installation. We recommend
Data Loss Prevention (Classificatio to generate and use your own CA
Data Loss Prevention (Dictionaries Fingerprint c2 b0 6d 00 65 5c 49 37 4252 73 7d 47 46 eb 1b 2e b2 12 a6
¢ Data Trickling Private ke resent
o= Email Notification ¥ P
& Eﬁesr;:tlgrl,:tfogging Certificate Authority | ‘[, Generate... ¢ Import...
HTML Cpener T T
oAp Cli:nt 4 Export... 4. Export Key...
Mobile Device Certification []send certificate chain
Mext Hop Proxy
o Persistent Data Storage Certificate chain (not required for self-signed certificates)
o Progress Page =
o~ Protocol Detector
o Proxy Control
o~ SafeSearch Enforcer S
SAML Request
SAML Response L 4
Secure Reverse Proxy Filter ~|
:acgﬁ;es-:—::%nn [] Use custom server key
SSL client Certificate Handling Custom server key  <not set=
¢ SS5L Client Context with CA Import Key... | | Export Key...
Default CA
P> own Cluster Certificate
SSL Client Context without CA RSA server key size
| P | Ml | ] 2048 |w

SSL EEBAEETSAR—hF—T7 1 )L% Cluster CA ELTAUR—RLET
1. Configuration > Appliances 27 %BI&E£9
2. Appliances Y')—® Appliances #%')v% > Cluster CA& 9 vILFET

@

I McAfee Mcafee Web Gateway

Dashboard Policy
Appliances File Editor
| @ Add,fJ0|n| Delete... | Update Engines - “ [ |."_| Cluster CA... |
¢ Cluster :
47 License Engine Update Status
# Tenant Info
— T mwgapplol: idle
ll
il 101
B Arti-Malware
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3. Change CA%YUvoLET

BE7ED Cluster CA WNEET HIB A DEE

7 Cluster CA fu) mIEE
Common Mame (CN):
Common Mame (SN v @ 0 l;uvlki S 1@‘733%* énij—
MeAfee Web Gateway Cluster A VAP ash H 7N
SHAZ256 Hash :

0504be7f79b64dbead530ada578f1487a6a502f3c8f435b3793cad254a48d250

| Chanes GA.. | Cancel

[r—
Generate... l Change CA... ' Cancel

BE7F D Cluster CA AEHELLEWMES D EE

Cluster CA Certificate Not Defined
Cluster CA not defined VIIx L O Y= YA P VEET
£ Please Generate/Import Cluster CA Certificate Cluster CA 238 STV \7‘;—1/ 2EEZ
Cluster CA not defined & #/m & U E 3

N\

. Cluster CA J

Gomman Mame (GM):

Cluster CA 23 %k STV WIGEIE
SHAZ56 Hash - Hash fERERSNEHEA

/

Generate A | Change GA

4. SSLIHEI7FANEAVR—ILET
A) Certificate: Browse #4)v VL&Y
i HENEY

Certificate:

Browse...
Private Key:
Pa

| Please select a file @ | | Import | | Cancel

B) FFBAZEI7AIEERLET

[=[o]x]
Look In: ||j uploadDownload |'| D E

[} ownClustercakey.pem
[y ownclusterca.pem

OwnClusterCA.pem %33R 1L £9
\

) |
File Name: | [ownClusterca,pem | |
Files of Type: |Certificate (*.cer, *.crt, * pem) ‘v|
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TIAR— X —T7ANEAVR—FLET

A) Private Key: Browse #5')v%

N “te Autho or Clu
Certificate:
:1dc2cKonfigurator/uploadDownload/OwnClusterCA pem
Private Key:
Password:

| Missing private key file @ | | Import || Cancel |

B) F3ARN—FX—T7AILEER

0

0-0-
-] [=][2] (] el

Look In: ||jup|oadDown\0ad

[y ownClustercA-key.pem
[ ownClusterCa.pem

OwnClusterCA-key.pem Z3E4R L %4

\

2]
File Name: [|Ownc|usterCA-key.pem 1

Files of Type: |Private Key (*.key,*. pem) |v

| Open | Cancel

NCD-MWG-1383

ZINRT—KREAALI=EEIE Password [CA AL Import #51)ws

C) IHRB—FEE
.-._.. Do — aLe ALl o o ¥

Certificate:

:1dc2cKonfigurator/uploadDownload/OwnClusterCA pem
Frivate Key:

2cKonfiguratorfuploadDownload/OwnClusterCA-key.pem Browse...
Password:

——

| d|| Import |I Cancel

T 7 AR — hIEFIZ Password % A7)
L7zt D, [ Password % A
HLET,

AUIR—FZRTh T & successfully changed ERTRENFET

® Cluster CA successfully changed
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5 Central Management #8EDH L EESE

<{  Central Management ZEIZ3 5 FI|E
1 5#CAT /4L T2 SHEBIRRLET,
mwgappl01 @ WebUI IZO%4' 4> LT, Configuration > Appliances 2T &#BEEYT,

® Skyhlg!l Secure Web Gateway i‘@'l l—‘IJ

D ashboard Palicy

Appliances | File Editor |

© Add/join Delete . || S>HEEOEMI. WebUl 120542 LTIVD MWG £RLTEY

o Cluster mwgappl01 [2A45 42 LTLSIKETT,
? Appligu%' E

- | mwgapplol

o= | mwgapploz ~_ mwgappl0l & mwgappl02 ® 2 AT CentralManagement 1

RN EMCRESATOSRETY

mwgappl02 ZEIRL T, Delete 29 vILET,
f Appliances | File Editor |

@ Addfjoin || ¥ Delete... | Update B

o= Cluster

¢ Appliances
o | mwgapplol
> _[mwgappio2]

HREDFTATOTIAVRINRTENET DT, Yes &VIVILET,

IE‘ Delete the selected appliance?

mwgappl02 A EIBRESNET,
1/ Lppliances File Editar

& Addfjoin Delete... | Up{

o= Cluster
¢ Appliances

o | F mwgapplol
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<{  Central Management ZE%NZ3 % FI|E
1 S#ICAT10LT. 2 BH¥EEMLET,

mwgappl01 @ WebUI IZA%4' 4> LT, Configuration > Appliances 2T ZBEET,
Add/JoinZE ")y ILET,

Lppliances File Editar
& Addfoin Delete... | Up{

o= Cluster
o Appliances

o | mwgapplol

Add/Join Appliance 771> KT Host name or IP 1<, mwgappl02 DRAME FEf-(LIP FRLAZF A AL OK
=0y ILET,

A5 4> LTL% Web Gateway IZBID T F5A T REBMT 55 E & Select #HT Add Appliance ZEIRLE
T A4V LTWBTTSATUREBEDY L -T2 MEE515E(F Join Cluster Z:&IRLET,

= HEIEY

Host name or IF:

Metwork group:
all -

Select I ® Add Appliance I ) Join Cluster

Mame may not be empty @ ‘ oK ‘ Cancel ‘

BIBRBTIZESBRL TV RRMEE I IP TRLRADNREALGIE & (&, 2 SH#0D WebUl (OS2 LT,
Configuration > Appliances 47 > Central Management ZBiZ, —& LD
IP addresses and ports of this node used for central management communication ¥ CHEZRTEEY .

2 SHABMENET .
Appliances File Editor

& Addjjoin | ¥ Delete... | Upds

o= Cluster
o Appliances

o & mwgapplol
q:.-lj_-l mwgappld2 |
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