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1 vFU A

1.1 ICHIZ

AREE, AR UAEFW S AT A XOMEEN, BERERE I Ny =7 TH S HULFT &
SSH Communications Security #1:> SSH Tectia Z ¥lAA b T X = 7 THAR T 7 A VIRE S
KIS D720 OB T 2 &R L o T ET,

HULFT CIX BT D X 5 eV R — R L CTEBY, 77 A NVEREDOT TV r—v gk
LTI AZES 5700 1. IRFEASK 105,000 A (2008 4F 3 A W) OEEEHA L. EITH
B, WEECTRERV2TEBLI RNy —V I 7 Ny x=T o THET,

1.1.1  HULFTO3:7fhe
o JERMEHERE. SRR ERMERE
o T U—voa EERE. 7 7 A VEEERERE
o JERI/ IR R 5 RE
o UE—hTaT T
o o— NAMAMRE, T — & EARRERE
o A ub—Uk{EHEE
1.1.2  FRATCP RV T
SSH Tectia Client DFEEED—D & L CHZBA TP b U U ZHRERHV £, Thafliod Z

ETCENDT 7V r—a VORELLEST D2 L7 mERRE S EE 2R T 5 2
EWATRET, BERT 7 A Nk FR L ET,

1.1.3  SSHTectia CHHR—hr L TCWABREE(LT A TY XA

SSHTectia TH AR —h LTV AEERLT /L ITY X AL, LLFOLEERY TY,

3des-chc. aes128-chc. aes192-cbc. aes256-cbc. arcfour, blowfish-cbc. twofish-cbc,
twofish128-cbc, twofish192-cbc, twofish256-cbc, crypticore128@ssh.com, seed-chc@ssh.com

F 72, SSHTectia TIX FIPS140-2 SBEZZ T 125 LT A 77 VAP AR—FLTHEY, Ik
52 &T, LVREEREX2U T 0 B O LIKICHIST HZ LR AEETT,

1.1.4  FIPSET— FOFPEDOREELT VT Y X b

FIPS & — RODBADREB(LT AT Y X L1Z, UTFDEEY TT,

3des-chc. aes128-chc. aes192-cbc. aes256-cb
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1.2 FHT TV A

BEIZ HULFT 23 A STV D 7 7 A JVERIRERBEIZ$U N T, SSH Tectia 2 %M L CHE )1 725 5
@41 H> FTCEMELET,

1.21  FRAA A=Y

FEEEND B X —IZR L TR A D5 Y BT — 272 EH HULFT 24> Tl o ¥ —(2FUE &
NTND &9 ZRERBEICR T, JEEHM Windows 5 AR IZ Tectia Client, &> & —1fll Unix <2 £ A
V7 L — Al Tectia Server AT 5 Z & TERRT 7 A MEEEEE L E T,

HULFT unix., )‘4/7!/ Ls
ssﬁ tectia

HULFT D&15Z SSH T, RY> D!

HULFT

/ HULFT = \\ HULFT
| 5
l ”"' : . l - . ssh tectia

Windowsifi K | Windows#fi R Windowsifi R 4
I&%

] 5

13 N—FNv=7 /Y7 V=T

AEL, UTFOREZBELTOET,

74Tk WA
0S Windows XP SP2 Red Hat Exnterprise Linux 4
V7 T SSH Tectia Client 6.0.1 SSH Tectia Server 6.0.1
HULFT Y7 h =7 HULFT for Windows Type HULFT V06.03.02 Type-Ul
WIN-CL Ver.06.03.03A
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HULFT 283 212h 7> TE, UTO 2 RICEETHILERDH D £7,

1. EMEMI, HEEMNT O~ THULFT Y 7 b = 7 BB T,

2. BAMLEFHLTEBEET I LD, ARRRNTEDLERNHY 7,
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2 A AbP—=NHTAFR

21 77447 b

2.1.1 TIAT VDA VR I—)v
BB TCP ko U v 7 DR A % 728 121% SSH Tectia Client DA > 2 h—F A L.
v N7 v T H AT DA ==2—"T Custom 7> Complete ZEIRT D2 MENH Y 7,

2 SSH Tectia Glient Setup

Choose Setup Type

Choose the setup bype that best suits vour needs

Typical

Installs the most common program Festures. Recommended For
mask users,

Custom

Allows users to choose which program Features will be installed
and where they will be installed. Recommended For advanced

ol program Features will be installed, (Requires most disk,
Space)

Custom %8R L 7= #5413, Transparent TCP tunneling GHEEAITCP b VU ) OMEEEZ A
HZLTA A M= BT TLTESN,

= =~ 55H Tectia Client Transparent TCP tunneling
=3~ | Command-line client

=1 ~ | Command-line file transh

=3 ~ | Graphical client
|:| = ) This Feature requires OKB on wour
Transparent TCP kunneli hard drive.

Will be installed an local hard drive

Entire feature will be installed on local hard drive

[
g

®¥  Entire feature will be unavailable
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A VA= VIHE#BEZTO)ZETETLET,

i'-gﬂ Installer Information

® . You musk restart vour syskem For the configuration
\.,_l) changes made to 35H Tectia Client to take effect, Click
¥es ko restart now ar Maif wou plan ko manoally reskart
laker.

2.2 HP—N

221 Y=L VA b—)L

SSH Tectia Server DA > A h—)UE, MEREZE NNy —V%a<wy Kb A VA =L LE
7", Red Hat Enterprise Linux ® x86 DA A ~h—/LIZiX, AT D 2 2D/ y 7 —UBNEET
j‘O

e ssh-tectia-common-6.0.1.10-linux-x86.rpm
e  ssh-tectia-server-6.0.1.10-linux-x86.rpm

rpm 2w R TRy F—V% A A M= LTtk BERT A B A7 7 4L (sts60.dat)
% FH)T/etc/ssh2/license 7 4 L7 M VIZa B —F2XLERH Y £7,

222  Y—1ORE
Jete/ssh2 7 1 L7 FUBLTIZIE, WS OOV U IAERERH D £,

FEARFRE & LT ssh-server-config-default.xml 238 ¥ £ 3T, ssh-server-config.xml & LT =
E—L, ZhEmELTHHLTIESV, 774/ FOWNE TABRSEBIENFIHTE 2
W72 O THRICAEE T A Z L2 MATHZ LR ET,

223 P—OEHERER
SSH Tectia Server —E 2 DEEh L g k1o~ v R BITWET, REEZLE LI-%IL. &
TH—EAOHEEEITo T EINN,

LB : /etc/init.d/ssh-server-g3 start

{21k : /etc/init.d/ssh-server-g3 stop
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= SPEMEL TV DEDNE, ps v FEFJH L THR L T 7ZE0,

[rootBredhat "1# ps -ef |zrep tectia

root 2314 1 002:10 7 00:00:00 Joptftectiafsbin/ssh-server-g8 --start-ser
ice

root 2948 2314 0 02:10 7 00:00:00 Joptftectia/libexec/esh-zervant-z3 --slave
--start-service

root 2949 2314 0 02:10 7 00:00:00 Joptftectia/libexec/esh-zervant-z3 --zlave
--start-service

root 2950 2314 0 02:10 7 00:00:00 Joptftectia/libexec/esh-zervant-z3 --zlave
--start-service

root 2951 2314 0 02:10 7 00:00:00 Joptftectia/libexec/esh-servant-z3 --zlave
--start-service

root 2952 2314 0 02:10 7 00:00:00 Joptftectia/libexec/esh-zervant-z3 --zlave
--start-service

root 4461 4137 0 02:28 ptefl 00:00:00 zrep tectia

[rootBredhat "1 b
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3 RE

3.1 #BOAERET vy —F

BA7 ML AIZd D SSHTectia D7 A 2 %42 Y w7 L. Configuration Z 3R L E ¥,

v Transparent tunneling enabled

User Authentication=Keys and Certificate & 3R L £ 9°,

|_‘-:| Uzer Authentication

Default certificates |O:¥D0c:uments and Settinez¥dit¥fpplication Data¥S5H¥UserCertificates

Key Providers Directories —
=]-Server Authentication
i-Host Kevs

G Certificates
LDAP Servers
CRL Prefetch

= Tranzparent Tunnels Add.. Delete
i--Connection Gapture
Fllter Fules Files
- futomatic Turnels
Comment Filename

< | 2]

Change passphrase... Upload.. Mew key.. | Add... | Delete |

! [ »]

New Key 38R L T, #OAERMEZ ML ET,

% SSH Tectia Key Generation
Start

\ TN This wizard will generate a new pair of S5H2 keys to be used
35 N

for the public—key authentication.

Two key files will be generated, a private key file, which has no
| tilename extension, and a public key file which has the same
' name as the private key file but with the filename extension

“ pub”.

‘ The files will be stored in the uzer settings folder on the local
disk

|

| Pleaze note that it iz not safe to use public—key authentication
oh a public computer that can be used by several users,
Generate kevs anly on a personal computer that no one elze has

| access fo.

Keep your private keys protected and never expose them.

<Bock | [[BEEST goncel
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DR XX 768bit 2> 5 2048bit OHIFH CAKNARETT, RITNIEEWEEEX2V T 4D
TRENREL R0 E3,

The recommended key length iz 2048 bits.

Key typer | DSA -
Key length: | 2048 -

Cilick Mext to start the key generation process...

TESTLHROT 7 A NVBIIERETY, £y BEIEEREZIT I 00, A2 7 V- AgEE L
IRV TIRAHEA TS IZE N,

[5)
Filename: C test—tey| D

Comment: |

Pazephraze:
Fetvpe paszphraze:

FEOERDPHET LIz ST D SSH Y — _A~ABEE 7 v 7 e — FLET,
LT 7 A VERIRL, Upload R %27 U v 7 LET,

Filez

Commert
20458-bit d=a, dit@wWIN=P, ¥ 17 2003

Filename

{ 2008] CG¥Documents and Settings¥dit¥ fpplicat

! |

ol
Chanee pazsphraze.. | (DEEEEIN Mew key.. | Add.. | Delete |

Quick connect D 7 AR X % FIR L. Host name IZ 192.168.1.100, User name (Z dit & A7
L. Upload 27V v LET,

HULFT D@2 LV X2 T7IC www.ssh.com/ip/
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% Upload Public Key

pload wour public key to the remote host.

Destination hozt

Host name,~|102168.1.100 >

f* Cluick connect Ilzer name

Port number |22

= Connection profile | Demo-profile ﬂ
Public key file test-key.pub
Destination falder |_ssh2
futhaorization file |authu:urizati|:|n

Yiew Suthaorization file [

Jpload Cancel

WA= RERDONETDOTRAT—=REANLET,

% SSH Tectia
diti@192.168.1.100's password [

0]8 Cancel |

BOT v Ta— RBRENTDLEFTROL I RIAT oI REFRENET,

® SSH Tectia G... [X]

@ Upload complete
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3.2 SSHD Ry XU U IRRIE
HULFT ®i{§% SSH T h> U > 7§ 57282, Transparent TCP tunneling O E&ZITWVVE T,

Configuration=Transparent Tunnels=Filter Rules Z &R, Add %7 U v 7 LET,

E| Transparent Tunnels
| i-Garinection Gapture

< | 2l

ﬂ ﬂ Add. Edit. | Delete |

% Filter Rule

Application to Gapture

fAidd..

Edit...

Delete

i

Filter by Address
f+ Any hozt or IP address

 Hostname |

" IP addresz= |

Filter by Port
(e Any port

= Single port

¢~ Port range | -

fiction

o Connect directly

™ Block connection

(= Tranzparent TCP tunneling using | Default Settings
¢~ Transparent FTF tunreling using | Default Settingz
{~ FTF-SFTF conversion usine Default Settings -

[~ Use uzer name from the application
[ Use hozt name fram the application
[~ Fall back to direct connection if secure connection fails

[ Connection iz made from public to private network

0]4 Cancel

HULFT D@2 LV X2 T7IC 11 www.ssh.com/ip/
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Filter Rule PNE & L CULF 2R E L F9,
o FMURAKBRLETEZT IV r—TarTus TN
o hrRKIG LT BEERIEA A R

o hrRAHRLTLBEOR— M

ZZ T HULFT OEBEE b R GRETHTDLUTFO X I IR EEITVET,
o MR AKMBLETLZT IV r—va
C:\HULFT Family\hulft6\binnt\hulsdd.exe

o MURNAKGBLETDEGREARA b
192.168.1.100

o hrRAKG LT HR— NES
30000

fpplication to Capture

[ Tunnel all applications

o ——
CHEHULFT Family¥¥hulftE¥¥hinnt¥#hulzdd ; Add..

Edit..
4 | | ﬂ Celete |

Filter by Addresz
( fAny host or [P address

{~ Hostname |

addresz |19

Filter by Part
(" Ay port

Single port 30000

{~ Port range | = |

Action

(™ Connect directly

(™ Block connection

@arent TGP turneling using | Default SEtj_ings—/iI
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Action & LC, Transparent TCP tunneling % 3R L £ 9,

Filter Rules

Define filter rules for tranzparent TGP tunheling.
Fulez are read in the order shown and the first matching rule is used.

fpplication Profil
""" e IP: 192168.1.100 30000 TUMMEL Defa.

BRIEDKET L2, Apply=0K%E 27 U » 7 LTHRT LT &0,
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4 By ERERR

FEFKT HULFT 2o T7 7 A MR ZATV, BEA SIS0 RE LET,

AL — N A= a—=7 127 F A=HULFT Family=HULFT for Windows Ver.6 7> & HULFT & B H|
HEER LTS BIFET,

B oL FT S A RO NP

HAMD BT WREEE ARG ERRTE 7D D% AOETH A

SUR BFRGE 7D 1A 1A WY
P - = 7%

FAE BURE

RiCEWMERES o
B e | Bhizme | gk

77LID TESTOOZ

BFET |imiRsE |

B C#HULF ¥5endData¥ Datal tet S82
FER{7" FEFEL
© FORMAT & BINARY ¢ TEXT © MIJLT[FORMAT| |7(-‘ [EfgEL  C WERE O GHRESR |

I-hEi
’76‘ BAfEl O HEH  © EEn st U

BEfEET 97D

EHIF 710 ¥
SEADEID W/ 94— 7oHID
EET-TTD erelll

ik |
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HEEMROE

& 192.168.1.100 - Tera Term YT

IriiE REE FEDS Juk0-0 e EDW AL
e
ESEIRREIRE Chrip : EARRERES  ESC @ £+ =7l =
Ctr+d : EIDEERRIRE  TAE : TAEIEEh
FEAIID : TESTOOZ
7 M t fusrftop/Datal. txt
A-F—-%& :oroot )| D k| :sys
M—*ujflef) : Eﬁf?} %1? EiT  0:fEfREL  1:4EFEHEY
H -7 1 1
it 1 1 1

EBCDICT— Fiz = |'“ & (ATKN Br&L CraC D:AP E:LOW FrEX GIMEC ViUT Will2 H: 13l

fRE-F RON:ERBFERSE RiESIRA WEm)
EihiE K iD:gBR . K:F$F _ RiEm)
SR B(SrE—IE{E M:iERTEIS)
el MW viE) LSRR D0
EFiRia 1D SmiiisFID ¢
gnEdIL—F1I D grpll  BESd—
EETTIEN . TITISMERT -t E#ES 2 J%T)
IZAF e o NINGE IH)
P

BURFAT N OB ER Z BRI L | redhat $—/% (7 /L—7"1D : grp02) @ HULFT ~EdfE 24T
WET,

E{ZER x|

= BLfEE)

Fr{IDY [ TESTOOZ

X Feuic

BEEE

Q, #82(8)

- | ) BHFEITHIERCR T LELE.

BORFITNIEFKR T 2L, MUHA I TT 7 A MEENTOIL, EBEOT 7 1 VER
2N SSH ki LTIt E
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T 7 A NMREF O AT —HF AT SSH Tectia @ Status 7 4 o R CHERAETDHZ N TEET,

& SSH| Tectia Status

SSH Tectia

o Connection |ID | Upload | Daownload | Upload Speed | Download Sp
‘ [t 92 1681, 00#22 13 12679414 62057 3936 kE/z 19kB/
<local listener at 127.001:0> 14 12679414 62,057 3036 KB/ 19 kBrs

Cloze
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