SSH Communications Security

Web

1SAdmin SSH Tectia ConnectSecure
FTP

Compatibility Note
2009 1

INS isAdmin Windows Web

isAdmin SSH Tectia

© 2008 SSH Communications Security Corp. All rights reserved. ssh® is a registered
trademark of SSH Communications Security Corp in the United States and in certain other
Jurisdictions. The SSH logo and Tectia are trademarks of SSH Communications Security
Corp and may be registered in certain jurisdictions. All other names and marks are the
property of their respective owners.



SSH Communications Security

N
1.1 .
1.1.1 isAdmin  .....covevveiiiiiriennnn
1.1.2 SSH Tectia

1.2 isAdmin SSH Tectia..................
1.3 .
131 e,
1.3.2 SSH Tectia

1.4 I

2

2.1 ISAAMIN

2.2 SSH Tectia

www . ssh.com



SSH Communications Security

1
1.1
SSH Tectia 6 TCP
SSH
TCP INS
Web isAdmin
1.1.1 1isAdmin
JNS http://www._jnsjp.com isAdmin Web
SNMP
Web Web
isAdmin Web
isAdmin
e isAdmin Standard: Web
e isAdmin Pro: Web
e isAdmin Enterprise Web
 Web
o Web /Web
Pro/Enterprise
° /\Web

www . ssh.com



SSH Communications Security

1.1.2 SSH Tectia
SSH Tectia Secure Shell

”localhost”
SSH
SSH Tectia
e Transparent TCP
TCP FTP

S5H Tectia
Client or
ConnectSecure

B [
N . ¥
B ¥ : i
Local host  w( Secure Shell tunnel ..4 Remote
application
Server
e Transparent FTP ( ConnectSecure)
FTP
Seript or
application
|
FTP client
55H Tectia
ConnectSecure

= B ' o
File Transfer H - i File Transfer
Client {__FTPin Secure Shell wnnel S

3 www . ssh.com



SSH Communications Security

e FTP-SFTP ( ConnectSecure

FTP SFTP FTP

Ofigirla
FTR'segver

55H Tectia
ConnectSecure

File Transfer

[ |
File Transfer i
Client SFTP connection Server

1.2 isAdmin SSH Tectia

isAdmin Web / FTP
FTP 1D/

T
e ¢

Web

FTP

4 www . ssh.com



SSH Communications Security

SSH Tectia isAdmin
1.3
isAdmin /
FTP SSH Tectia
isAdmin
1.3.1

WebH—/\
FTPZFIALT-
BEIEIR

isAdmin

5 www . ssh.com



SSH Communications Security

1.3.2 SSH Tectia

N~

S AT A—)L SSHTRY AU &R
-FTPZFIALT-
BEEIR
isAdmin
1.4 /
0s Windows XP SP3 Redhat Enterprise Linux 4

SSH Tectia ConnectSecure 6.0.7

- - _ SSH Tectia Server 6.0.7
isAdmin Enterprise 2.6.3

1P 192.168.1.1/724 192.168.1.100/24

6 www . ssh.com




SSH Communications Security

2
2.1 isAdmin
isAdmin Windows
SSH
Windows
isAdminChecker

SR TITATEU U AL IFlMo =] U =40k M L

8 IPSEC Services IPt. HEih O-hl AT L

B = AdminChecker ya}

% i fdmin Daemon 3 Bi#&h o=l 2T 4

BB, lawa Mioicl Ttaeter Peafat BERS 1 &h n—hil. 21750, w

Windows

a—Hi 12281 —4%) isfdminGhecker 08T+

W
0=l 22T L PHIAL
L S o N ot e G b N A1
OF IS v dit [ #EE. |
JEA— iR |****** |
HAD—FTD iiﬁim |
W AT
P =Y A Ll A ] 01N eGP 7 R = i 4 | Pl == R 03
P=F1T o7 )l Hpa,
Undocked Profile Hih

[ ok || #et || ERE |

7 www . ssh.com



SSH Communications Security

W lFoble DEMYVICES P 1 il e N | Rt P e

s isAdminChecker ga&h
% izfdminDaemon E30 8&h a4l ..
% Jawa Quick Starter  Prefet. FObS gih rall

2.2 SSH Tectia

SSH Tectia SSH Tectia

Server

cmd

sshg3

save

8 www . ssh.com



SSH Communications Security

v DEFWINDDWS¥evatemdZiomd exs - i-._ﬁl_'.! .urli.!rr_mg.r.‘.lﬂi

v ransparent tunneling enabled

Configuration

SSH

Broker

Configuration

W rna Teciie Canlmsston

T
by Provdes tefwd hpes
|- Bare fufrd i
| Dot Tart ]| Ento cotiicaas 755
atomdc Tarmeh Dremmz
A | e
Fiwa
Conaand | Flsnara |
Changs prisphmn. | Updoed Vs by, a3d, | pawm

User Authentication-

Keys and Certificate

New Key...

www . ssh.com




SSH Communications Security

Thic wizzed wil generaie & sen par o SEHE B 0 bo uied
Iox Ha gt be oy aurtmricrion

Tow by ket vl b e o, @ paiearter by File, wbich b e
Tilprane stergan, ared & bl ey i pch hag the cane
febrws i thet [l b ke bt i e Rokevidres v
Dk

The Tdes sl b hored in o Lzer Tattigs bakder on B locad
ik

I"lase rals furl & i red st b e pailo oy sihemestion
o & pallie camputer Bl 2o e ubsd by tevirel utink
[ararats gz ol on & parzonal comper that ro ora ks hae
Bocess i

Koty oulr v bt priocvcted s resls Supa s T

Lagdar 1o Lm

The: retarrirded bey Beagth o248 bas
Sy Tipe |-I'.E.ﬁ B

Gy St [J05F w ]

Click Hacet 5o sterl the key gerersfon procass

Fisaze select He by bpe ard the nath of vour key paie
Lovager ks prowede bathe sacnly, sk shorisr ke am

Next

e

[ e

K parer stion & now in prowrass The panerstion may lake zevaral mimnss depencirg
the processor speed of the conpaner and the dhosen by bngih. Please pail inkl the

=

10

www . ssh.com




SSH Communications Security

| Fieaze provade a fikmams for fhe privats bay, s comment th

Fesdp recoenine the kayd and & pasopbe e,

The pervate key wil b encrepfed A passpheacs protects
aooasa b the privais ke, Yow passplvess chondd be sk leasd B
churie ik fing ared cordain beth ket v rombn
Purciaslion marks can aka be uzed

10

ij Empty paszphraze i MOT recommended!

Prezs Back to =et a new passphraze

Filename

Passphrase

11

Finiih

B S5H Teotln Key Geroraten

Tha poble: ke and e prreste bey v baen gznatatad snd
ahoeed on the ksl dik

T use fre generated kevs for public-bey suthentication, the
frabibe et s 10 be upioaded % i resals Boal commiar.

Finsh

12

coate it il oetl s 19 App et

C‘w.‘.\aupha:e.l

Usinad. Howkor. | pd: | pee |

Upload

11

www . ssh.com




SSH Communications

% Upload Public Key

Upload your public key to the remote hozt,
Deztination host

Host name  [192.168.1.100

¥ Quick connect Lzer name |E|it|

Security

Host name User name
Port number |22
13 " Connection profile redhat = Up load
Public key file |test—key.pub
Destination folder !.sshZ
Autharization file ]authorization
Wiew Autharization file [
Uplaad | Gancel
® SSH Tectia G... [X|
- pload complete
14 u%)
L
15
v ransparent tunneling enabled
16 Status
About
Exit Configuration

12

www . ssh.com




SSH Communications Security

R 3

| Lurwecice Puatis
e )

e L]

s Teciia Ganlkurston

Filber Fules

B Dbl o i bt bon e TH2 P i, bgrngorsrd P12 burvmbee sonl
TSP TF corvatrmos

Pulnry mw v vt ooder sheen ird 0w St michon e iueed

oy aref Cn bl
¥y Fovidsa

Tanst Tavmh £ ITT
Loz i o Caphrs

Transparent
Tunneling/FTP Security

Filter Rules

17 o
Add
® rilter Rule
fpplication to Capture -
Add.. _ _
Tunnel all applications
Edit..
Delete
Filter by Address -
(& Any host o [P address _
Filter by Address
"~ Hostname |
" IP address 1
Filter by Part - Filter by Port
& Any part
18 (~ Sinele port
" Fort ranes | =il
fiction -

& Gonnect directly

(™ Block connection

(~ Tranzparent TGP tunneling using | Default Settings =
" Tranzparent FTP tunneling using | Detault Settings -
" FTP-5FTP conversion using Default Settings =

Action

FTP
Transparent FTP  FTP-

[T Use user name fram the application
[T Use host name fram the application
[T Fall back ta direct correction if secure connection tails

[T Connection is made fram public to privata network

oK GCancel

13

www . ssh.com




SSH Communications

® rilter Rule

fpplication to Capture -
[~ Turnel all applications

refdmin, Enterpri

Edit..

P I _.’_J Delete

Filter by Address -
(" Bny host or [P addrezs

™ Hosthame j

@ IP address  [192.188.1.100

Filter by Port

0l

Security

™ Any port
19 & Single port |21
€ Part range | =1
Action
" Connect directlhy
i~ Block connection
 Tranzparent TGR tunneling uzing | Default Settings -
¥ Tranzparent FTP tunneling using | Default Settings -
(™ FTP-5FTF conversion using Default Settings -
¥ Use user name from the application
¥ Usehost name from the application
I~ Fall back to direct connection if secure connection fails
I Connection iz made from public to private network
OF | GCancel
w vl sion 3
D8 Lttt Filter Rules
{ L:‘::“' Dt ey oy bt gt TEF iyt g T il el
| ormacice Prarbia F TS TE Pt
L tisor Sitbmaricwin Pur irw v e b e s i o A madch e e et
By arefi bbb [ i [ =1
¥y Fovidsa
]
Him B
08 Cont it cabia
LIv Berwary
GE Pzt
Tanst Tavmh £ ITT
Lomradd pr Caphrs
20 Fr Pl

Facioaat o Turmsdt

isAdminCHK.exe

OK

Hadd (758 Dnds
o Byt e Hek |
14 www .ssh.com




SSH Communications Security

isAdmin

W EHH Teutis Alaius

Cornacton [ [iikad | Dossnicid | Dplosd Spaad | Dosnusd Spaad
. EXCIra e T o» it} [T [T
- ores o]

El

syt

O

liss

B ot EEH Tectia

isfdminCHE exe to
192168110021
Secure FTF tunnel to

Broker

| 1921681100 created.

-DMZ

15

www . ssh.com

1D




