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Tectia SSH 6.6.2 & U Tectia Quantum SSH 6.6.2 THRHEINTWLWBRRE7ILD

Ciphers
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e AES-128-CBC

® AES-128-CTR

e AES-192-CBC

® AES-192-CTR

* AES-256-CBC

® AES-256-CTR

® CryptiCore (Tectia)
e 3DES

» SEED (Tectia)

* Arcfour

« Blowfish

LUF® Ciphers (& FIPS E— RTEECTT £H Ao

* CryptiCore (Tectia)
* Arcfour

* Blowfish

* Twofish

* Twofish-128

MACs

Twofish

Twofish-128
Twofish-192
Twofish-256
AEAD_AES_128_GCM
AEAD_AES_256_GCM
AES256-GCM (OpenSSH)
AES128-GCM (OpenSSH)
idea-CBC
castl128-CBC

Twofish-192
Twofish-256
cast128-CBC
idea-CBC
SEED (Tectia)
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CryptiCore (Tectia)
HMAC-SHA2-256

HMAC-SHA256-2 (Tectia)
HMAC-SHA224 (Tectia)
HMAC-SHA256 (Tectia)
HMAC-SHA384 (Tectia)
HMAC-SHA2-512

HMAC-SHA512 (Tectia)
HMAC-SHA2-256-ETM (OpenSSH)

UTDMACs 1F FIPS E— R TEIMETT EE Ao

e CryptiCore (Tectia)

« HMAC-MD5

¢ HMAC-MD5-96

e HMAC-MD5-96-ETM (OpenSSH)
e HMAC-MD5-ETM (OpenSSH)
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HMAC-SHA2-512-ETM (OpenSSH)
HMAC-SHA1

HMAC-SHA1-96

HMAC-SHA1-ETM (OpenSSH)
HMAC-SHA1-96-ETM (OpenSSH)
HMAC-MD5

HMAC-MD5-96

HMAC-MD5-ETM (OpenSSH)
HMAC-MD5-96-ETM (OpenSSH)

HMAC-SHA224 (Tectia)
HMAC-SHA256 (Tectia)
HMAC-SHA256-2 (Tectia)
HMAC-SHA384 (Tectia)
HMAC-SHA512 (Tectia)
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Host key algorithms
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KEXs

rsa-sha2-512

rsa-sha2-256

ssh-dss

ssh-rsa

ssh-rsa-cert-v01l (OpenSSH)
ssh-dss-cert-v01l (OpenSSH)
ssh-dss-sha224 (Tectia)
ssh-dss-sha256 (Tectia)
ssh-dss-sha384 (Tectia)
ssh-dss-sha512 (Tectia)
ssh-rsa-sha224 (Tectia)
ssh-rsa-sha256 (Tectia)
ssh-rsa-sha384 (Tectia)
ssh-rsa-sha512 (Tectia)
rsa-sha2-256-cert-v0l1 (OpenSSH)
rsa-sha2-512-cert-v01 (OpenSSH)
x509v3-ssh-dss
x509v3-ssh-rsa
x509v3-rsa2048-sha256
x509v3-sign-dss
x509v3-sign-rsa

x509v3-sign-dss-sha224 (Tectia)

ssh-dss
ssh-rsa
ssh-dss-cert-v01l (OpenSSH)
ssh-rsa-cert-v0l (OpenSSH)

x509v3-sign-dss-sha256 (Tectia)
x509v3-sign-dss-sha384 (Tectia)
x509v3-sign-dss-sha512 (Tectia)
x509v3-sign-rsa-sha224 (Tectia)
x509v3-sign-rsa-sha256 (Tectia)
x509v3-sign-rsa-sha384 (Tectia)
x509v3-sign-rsa-sha512 (Tectia)
ecdsa-sha2-nistp256
ecdsa-sha2-nistp384
ecdsa-sha2-nistp521
ecdsa-sha2-nistp256-cert-vol
(OpenSSH)
ecdsa-sha2-nistp384-cert-vol
(OpenSSH)
ecdsa-sha2-nistp521-cert-vol
(OpenSSH)
x509v3-ecdsa-sha2-nistp256
x509v3-ecdsa-sha2-nistp384
x509v3-ecdsa-sha2-nistp521
ssh-ed25519
ssh-ed25519-cert-v0@1 (OpenSSH)

x509v3-ssh-dss
x509v3-ssh-rsa
x509v3-sign-dss

x509v3-sign-rsa
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DH-Groupl-SHA1
DH-Groupl4-SHA1
DH-Groupl4-SHA224 (Tectia)
DH-Groupl4-SHA256
DH-Groupl14-SHA256 (Tectia)
DH-Groupl5-SHA256 (Tectia)
DH-Groupl5-SHA384 (Tectia)
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DH-Groupl6-SHA384 (Tectia)
DH-Groupl6-SHA512
DH-Groupl6-SHA512 (Tectia)
DH-Groupl18-SHA512
DH-Groupl8-SHA512 (Tectia)
DH-GEX-SHA256

DH-GEX-SHA1
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+ DH-GEX-SHA224 (Tectia)
+ DH-GEX-SHA384 (Tectia)
« DH-GEX-SHA512 (Tectia)
« ECDH-NISTP256

ECDH-NISTP384

ECDH-NISTP521
Curve25519-sha256
Curve25519-sha256 (libssh)
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® PQC: ecdh-nistp521-firesaber-sha512

(Tectia)

® PQC: ecdh-nistp521-kyber1024-sha512

(Tectia)

® PQC: curve448-kyberl1024-sha512

(Tectia)

PQC: curve25519-frodokeml344-sha512
(Tectia)

PQC: sntrup761x25519-sha512
(OpenSSH)

PQC: curve25519-frodokeml344-sha512 (Tectia). PQC:sntrup761x25519-sha512 (OpenSSH).
Curve25519-sha256. &0 Curve25519-sha256 (libssh)ZBR<. B R—brINTVBZITRTD KEX IE FIPS E—
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* DH-Groupl4-SHA1
* DH-Groupl-SHAL

Copyright 2023 dit Co., Ltd. All rights reserved.

DH-GEX-SHAL
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